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1. BBEAEHUE

1.1. HA3BBAHUE Y OIUCAHUE MMPO®ECCUOHAJIBHON
KOMIIETEHLIUU

1.1.1 Ha3zpanue npodecCHOHAIBHOM KOMIIETESHIINH:

«KopriopatuBHasi 3amurta OT BHYTPEHHUX YIpo3  HMH(QOpPMaIMOHHOM
0e30MacHOCTI.

1.1.2 Onucanue npopecCuoHAIbHON KOMITETEHIIUU.

B Hamm pgHM omHMM W3 HamOoyiee aKTyalbHBIX BOIIPOCOB  3alllMTHI
KOpIIOpaTUBHOU MH(OpMaIU — oOecrieueHne 0e30MacHOCTH OT BHYTPEHHUX YTEUEK
M0 TEXHUYECKUM KaHajaM cBs3u. OjHa U3 [IaBHBIX yTIPO3 KOPIOPATUBHOU
UH()OPMAITMOHHOW OE30MacHOCTH — HENPAaBOMEPHBIE JEUCTBHUS COTPYIHUKOB (T.H.
WHCANJIEPOB), IPUBOISIINE K TOTEPE KOHPUIECHIIUATBHBIX JAHHBIX, COBEPIIICHHBIC KaK
[[EJICHANPABICHHO, TaK M W3-3a XaJIATHOCTH, HEBHUMATEIHLHOCTH WJIM HE3HAHUS
DJIEMEHTAPHBIX TMPaBWJI OCE30MACHOCTH MpeanpusaTus. VMeHHO «Ha WX COBECTH»
OOJBIIMHCTBO TPOMKUX KpaX JaHHBIX, 3a(UKCUPOBAHHBIX IO BCEMY MHUpPY B
nocyeHre Toel. [I[pudnHOi yTeuek Takke MOTYT OBITh ACHCTBUS TOCTOPOHHUX JIHII,
HAXOJIAIIUXCS Ha TEPPUTOPUU TIPEINIPUATHS U UMEIOIINX JTOCTYN K BBIYMCIUTEIHHO-
ceTeBOil MHGpaACTpyKType (KIUEHTHI, MOCTABIIMKH M T.I.). YTEYKH HHPOpMaLUU
MOTYT TOPOJHTH MEJIbIN PsJT TPOOIeM:

1. YTeuka nepcoHaabHBIX JaHHBIX. MOKET TOBJICYh 3a COOOM KaK CaHKIIUH CO
CTOPOHBI KOHTPOJUPYIOIINX OPTaHOB, TaK U OTTOK KJIMEHTOB, CBSI3aHHBIN C YTpaTOM
JOBEPHS K KOMITAaHUH.

2. VYTedka KOMMEpPYECKOW TaWHBI W HOy-Xay. YTeuka wuHpopmaimmu o0
WHBECTUIIMOHHBIX IUIaHAX, MApKETHHTOBBIX IIpPOrpaMMax, HWHHOBAIMAX, JaHHBIX
KJIMEHTCKON 0a3bl CIOCOOHA MPUBECTH K CPHIBY BAKHBIX U MTPUOBLILHBIX MTPOCKTOB.

3. Vreuka ciyxeOHON mnepernucku. CryxeOHas Tepenucka MOXKET JaTh

KOHKYpPEHTaM MHOTO MH(OpMAIUU O CUTyal[ui B KOMITAHUU.
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4. YTeuku B mpeccy. MoryT moBieys 3a coOOM pasrialieHue KOMMEpUYECKON
TalHbI OPTAaHU3ALIAH.

5. VYrteuka unbopmanuu o cuctemMe Oe30nmacHOCTH. OTKPBIBAET HIMPOKHE
BO3MOYKHOCTH JJISI A€STEIIbHOCTA KPUMUHAIBHBIX CTPYKTYP.

6. YTeuka CBEJICHUM, COCTABIISIIONIUX TOCYJAPCTBEHHYIO TallHY U T.J.

HeobxoaumocTh 3a1IUThl OT BHYTPEHHUX M BHEUTHUX YTPpo3 HHGOPMAIIMOHHON
0€30MacHOCTH HE TOJBKO JOKa3aHa Ha MPaKTHKE, HO M YNOMSHYTa B KIIOUEBBIX
MEXIYHAPOJHBIX CTAaHJApPTaxX MO OPraHU3alMyd U MEHEIKMEHTY UH(OPMAIMOHHOU
oe3onacHoctu (Hanpumep, B ISO/IEC 27001).

TexHOI0rnu KOPIOPaTUBHOM 3aIUTHI OT BHYTPEHHUX YTPO3 HHPOPMALIMOHHOMN
6e3omacHocTH, OTHOocsmuecss K kimaccy Data Leak Prevention (DLP) mosBossitor
BBIABJISITh M NPEAOTBpAIllATh yTEYKU KOH(PUACHIMAIbHOW wuHbOpPMALUU U
MEPCOHAIBHBIX JaHHBIX, 3alIMIIATh KOMIIAHWH OT MOIIECHHUYECTBA, BOPOBCTBA U
KOpPYIILMH, JETEKTUPOBATh HEMPABOMEPHBIE JEUCTBUS COTPYAHUKOB U HELIEIEBOE
MCITI0JIb30BAaHUE KOPIOPATUBHBIX pecypcoB. CHCTEMBI KOPIIOPATUBHON 0€3011aCHOCTH
MO3BOJISIOT OJIHO3HAYHO BBISBISITH MHIMICHTHI U JAIOT BECh HEOOXOIUMBIN HAOOp
WHCTPYMEHTOB JUIsl TNPOBEACHUS BHYTPEHHUX pACCIEIOBAHUM M JaJbHEWIIEH
MPaBOBOM 3alIUTHI KOPIIOPATUBHBIX UHTEPECOB.

Crnenmanuctel MO  KOPHOPATUBHOW  OE€30MacCHOCTH  JIOJDKHBI  00JaaaTh
TEOPETUYECKUMHU 3HAHUSMH 1O OOECHEYEHUIO KOPIOPATUBHOM 3allUTHI  OT
BHYTPEHHHX YTIPO3, IOHUMATh ACTIEKTHI IPUMEHEHHS HOPMAaTUBHO-TIPABOBOM 0a3bl JIsI
KJ1acCU(PHUKALMU U PacCieIOBAHNS UHIIMJIEHTOB, B COBEPLICHCTBE BIaI€Th CUCTEMAMHU
Y TEXHOJIOTUSAMU ISl JOCTHKEHUS LIEJIEH 3aIUTHI.

HeoTrwsemiiemoii 4acThro paboT 10 00eCIIeUeHUIO KOPTIOPATUBHOM 0€30MacHOCTH
OT BHYTPEHHUX YTEUEK SBIISIETCA IPOBEICHUE BCEr0 KOMIUIEKCA TEXHUYECKUX
MEpONPUSATUNA MO aHATU3Y MOTOKOB JAHHBIX, KAK IMPKYJIUPYIOIIUX BHYTPHU IEPUMETPA
3aIMIaeMo HHGOPMAIMOHHON CUCTEMBI, TaK M Iepecekaromux ero. [ns storo
CHEIUAIUCTHl JOJDKHBI YMETh TPOBOJUTH BECh IMKJI pPabdOT MO YCTaHOBKE,

pa3BEPTHIBAHUIO, HACTPOIKe, MCIoNb30oBaHut0 DLP-cuctem, Bkitodas pa3paboTKy
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MOJIUTUK HMH(POPMALMOHHOW 0€30MacHOCTH, Kiaccu(ukanuio OOBEKTOB 3allUTHI,
MPUMEHEHUE TEXHOJOTUH (UIBTPAIMN Pa3IMYHBIX BHIOB Tpaduka, (QUILTPAIUIO
NEepexXBaueHHOT0 Tpauka JJid TIOMCKAa HAaWJACHHBIX WHIMJICHTOB, BBIIAYY
pasperieHus/3anpenieHus Ha JOCTaBKy ONMPESICHHBIX JaHHBIX, aHATU3 COICPKUMOTO
MEePEXBAYCHHOTO TpaduKa C TIETbI0 BBISABICHUS HAPYIICHUA KOPIMOPATUBHOU
MOJINTUKHU O€30MACHOCTH, AMATHOCTUKY Pa0OTOCTIOCOOHOCTH, U T.I1.

BaxxapiM  HampaBieHWeM —oOecnedeHHs Oe30MacHOCTH  KOPIOPAaTHBHOM
uHopMaluu — peaju3alus [PO3pPavyHOro  JIOCTyNMa K  TEepPUTOPUATIBHO-
pacrnpeieIeHHbIM HH(POPMAIMOHHBIM PeCypcaM KOMITAaHUU YEPe3 CETH CBA3U OOIIETO
nojb30BaHusl, B ToM uuciae HWMatepHeTr. [{ns 3amuThl mepenaBaeMbIX JaHHBIX
UCTIONIB3YETCSl TEXHOJIOTUM BUpTyasbHOW uacTHOM cet (Virtual Private Network,
VPN) u MexceTeBoro 3KpaHupOBaHMS, BKIIIOYAs:

e 3anuTy MHOpPMaLIUU, TepelaBaeMOl MO0 KaHaJlaM CBSI3H;

® 3alIUTy CETU B IIEJIOM, €€ CErMEHTOB OT HECAHKIMOHUPOBAHHOTO
JOCTyMa, KaK U3 BHEIIHUX, TAK U U3 BHYTPEHHUX CETEH;

e KOHTpoJIb Tpaduka Mexay y3namu VPN-ceru, Biitoyas (GpuibTpaiuio
Tpaduka;

® ICMOJIb30BAaHHE B KauyeCTBE TPAHCIOPTHOM cpeabl mepedadyu AaHHBIX
KaHaJbl CETEH CBS3U OOIIETO MOJIb30BAaHUS,

® BO3MOXHOCTh MOJAEPHU3ALUH, MOAYJIbHOTO HapamuBanus VPN-cery;

® [[CHTPAJIU30BaHHOE ymnpasiieHue VPN-ceThlo.

JI1s ipeoTBpalieHus 1 MUHUMU3AIUU MMOCIEACTBUM aTaK Ha KOPIIOPATUBHYIO
UHPPACTPYKTYpPY U OOBEKTHI 3aITUTHI, HEOOXOAUMO WX CBOCBPEMEHHOE BBISIBJICHUE U
npaBuiIbHAs KJAcCU(UKAIUS C MCIOJIb30BAaHUEM CHUCTEMBbI OoOHapykeHus arak |DS
(Intrusion Detection System).

HeoOxonumo 3HaTh WM yMeTh NPUMEHSATh HAa TPAKTUKE CPEJCTBA 3alUTHI
nH(OpPMAITUU U MEXaHU3MBI Pa3TPAHUYCHUS TOCTYIIA OTIEPAIIMOHHBIX CUCTEM, TaKue

Kak rpymmnoBbie nonutuku aomena Windows, nudposbie cepTU(UKATBI, 3JIEMEHTHI
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uHPpacTpykTypbl OTKpHIThIX Kitouer (PKI), daliepBonbl, cuCTEMBbI KOHTPOJIS
LEJIOCTHOCTH | T.II.
[ToMrUMO TEpPEYNCICHHOTO, CIEIUAINCT IO KOPIOPATUBHON 0€30MacHOCTH
JOJDKEH YMETh MOATOTOBUTH OTYETHI O HAWJCHHBIX MHITUACHTAX (C OIEHKOW yPOBHSI

yYIPO3bl 1 HOPMAaTUBHOW OLIEHKOM) MEHEI)KMEHTY OPTaHU3alUH, KOTOPYIO 3allHIIAET,

a TAKKC IMIPABUJIIBHO OLICHUTD YI'PO3bI U PUCKHU HH(i)OpMaHHOHHOfI 0e30I1acHOCTH.

1.2. BA’JKHOCTb U 3BHAYEHHUE HACTOSALWEI'O JOKYMEHTA

JIOKyMEHT COAEpKUT MH(MOPMAIUIO O CTaHJIapTaX, KOTOPbIE MPEIbSIBISIOTCS
YYaCTHHKAM 11 BO3MOYKHOCTH y4YacTHS B COPEBHOBAHUSAX, a TAK)Ke IMPUHITUIIEI,
METOIBl W TPOIEAYPHI, KOTOPBIC PETyIHUPYIOT copeBHOBaHusA. [Ipm stom WSR
npusHaér apropckoe npaso WorldSkills International (WSI). WSR Ttakke npusnaér
IpaBa MHTEIUIEKTyaabHOW coOcTBeHHOCTH WSI| B OTHOIICHNH TTPUHITUTIOB, METOJIOB H
IIPOLIETYp OLEHKH.

Kasx b1t sKcnepT U y4acTHUK JOJDKEH 3HATh M IOHUMATh JaHHOe TexHuyeckoe

OITMCaHUuC.

1.3. ACCOHMUPOBAHHBIE JOKYMEHTbBI

[Tockonbky aaHHoe TexHHUYECKOe OMUCAaHUE COACPKUT JUIIb MH(GOPMALHIO,
OTHOCAIIYIOCS K COOTBETCTBYIOIIEH MPOPECCHOHATIBHOM KOMIIETEHLIUH, €r0

HCO6XOI[HMO HCIIOJIB30BATh COBMCCTHO CO CIICAYIOIIUMMU JOKYMCHTaMMU!:

° WSR, pernaMeHT npoBeeHUST YEMITHOHATA,

o WSR, onnaitH-pecypchl, yka3aHHbIE B JAHHOM JJOKYMEHTE.

o WSR, nonuTtika 1 HOpMaTUBHBIE TIOJIOKEHUS

o WNHucTpykius TO OXpaHe Tpylda M TeXHUKE Oe30MacHOCTH TIO
KOMITCTCHITHH
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2. CHEHUPUKALUA CTAHIAPTA WORLDSKILLS (WSSS)

2.1. OBIIIUE CBEJEHMS O CHELIU®UKALINA CTAHIAPTOB
WORLDSKILLS (WSSS)

WSSS onpenensier 3HaHne, MOHUMaHUE U KOHKPETHBIE KOMITETEHIIMH, KOTOPbIE
JeXaT B OCHOBE JIYUIIMX  MEXKIYHAPOAHBIX MPAKTUK TEXHUYECKOTO U
po(h)eCCHOHATLHOTO YPOBHSA BBIMIOJNIHEHHsT pabotel. OHa MODKHA OTpakaTh
KOJUIGKTUBHOE oOOIlee [MOHMMaHME TOro, YTO COOTBETCTBYIOIIAs pabouas
CHEMATLHOCTD WM Mpodeccus MpeICTaBiIseT sl MPOMBIIIEHHOCTH U On3Heca.

Llenpt0 COpeBHOBAHMSA MO KOMIIETEHIIMM SIBIISICTCS JEMOHCTpAIUS JTyUIINX
MEXIYHAPOJHBIX MPAKTHK, Kak ornricaHo B WSSS u B To# cTeneHu, B KOTOpPOH OHU
MOTYT OBITh peanu3oBaHbl. Takum oOpazoM, WSSS sBisercs pyKOBOJICTBOM IO
HEO0XOMMOMY OOYUYEHUIO U MOJATOTOBKE /Il COPEBHOBAHUN IO KOMITETEHIUH.

B copeBHOBaHMAX 10 KOMIIETEHIIMM TMpPOBEPKA 3HAHUKW U TOHUMAaHUS
OCYIIECTBISETCS TTOCPEICTBOM OIEHKU BBITIOJHEHHSI MPAKTUIECKON PaOOTHI.

WSSS paznenena Ha 4eTKue pas3zielibl ¢ HOMepaMu U 3arosioBkamu. Kaxmomy
paszueny Ha3Ha4YeH MPOIEHT OTHOCUTEILHOM BakHOCTH B paMkax WSSS. Cymma Bcex
MPOIIEHTOB OTHOCUTENIbHOM BakHOCTHU cocTaBiseT 100.

B cxeme BbIcTaBIE€HUS OLIEHOK M KOHKYPCHOM 3aJ[aHUH OLIEHUBAIOTCS TOJIBKO T€
KOMIETeHIIMH, KoTopbie u3noxkeHbl B WSSS. Omm momxHbl oTpaxkath WSSS
HACTOJIbKO BCECTOPOHHE, HACKOJBKO JOIMYCKAIOT OrPaHUMYEHHUS COPEBHOBAHUSA IO
KOMTICTCHIIHH.

Cxema BBICTABIICHUS OIIGHOK W KOHKYpCHOE 3aJaHue OyayT OTpakaTh
pacmpenenenue oneHok B pamkax WSSS B MakcMMaibHO BO3MOYKHOM CTEIEHHU.
Jonmyckatorcs konebanus B penenax 5% Mpu yCIoBUH, UTO OHU HE UCKA3SIT BECOBBIC

kod(hurreHTsl, 3amannbie yeaoBusimMu WSSS.
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Pa3zgen BaxxHocTh
(%)

1 | Opranu3amnusi paGoThl ¥ yIpPaBJIeHHE 5%

Crnenuanuct AOJDKEH 3HaTh U IOHUMATh:

* llonumanue  mpuHOMIOB  pabOTBl  CHENUAIUCTa MO
UH(POPMALIMOHHOM 0€30MaCHOCTH U UX PUMEHEHHE;

* 3HaHUWe NPUHIIMIIOB U MOJIOKEHUH 0e30macHoN paboThl B 001IeM
¥ 110 OTHOIICHUIO K KOPIOPATUBHOM Cpee;

* Pernmamentupyroommue JIOKyMEHTBI B oOjacTu 0O€30MacHOCTH
MH()OPMAIIMOHHBIX CHUCTEM;

* PermameHntupymomme IOKyMEHTHl B OOJIACTH OXpaHBl Tpyda H
0€30I1aCHOCTH KHU3HEIEATEIbHOCTH;

* BaxHocTb Opranu3zanuu TpyJia B COOTBETCTBUU C METOJMKAMH;

*  MeToabl U TEXHOJIOTUH UCCIIEOBAHUS;

* BaxnHocTh ympaBineHHS COOCTBEHHBIM HPOQECCHOHATBHBIM
pa3BUTHEM;

*  Ckopocts m3menenusi UT-chepbl u obnactu nHMOpMAITMOHHOH
0€30I1aCHOCTH, a TaKXkKe BaXKHOCTb COOTBETCTBUSI COBPEMEHHOMY
YPOBHIO.

* BaxnHocTh yMeHHs choymarh CcOOECeIHMKAa KaK — YacTH
3¢ (heKTHBHON KOMMYHHKAIIHH,

* Pomu u TpeGoBanus xoyuter u Hambosee FP(PEKTUBHBIE METOIBI
KOMMYHUKAIHH;

*  BaxHoCTb MOCTpOEHUS U NMOAJEPKAHUS POTYKTUBHBIX pabounx
OTHOILEHHUH ¢ KOJUIEraMU U YIPABJISAIOIINMUY;

* CnocobObl paspelleHHss HEMOHMMAaHUs U KOHQIMKTYIOIIHUX
TpeGOBaHUM;

* Meroabl yIpaBiI€HHs CTPECCOM W THEBOM JJIsl Pa3pelieHust
CJIIOKHBIX CUTYallUH.

Crenuanmict 10JKeH YMETh:

* TlonnepxuBate 6e30MacHYI0, AKKYPATHYIO U d3PPEKTHBHYIO
pabouyto 30HY;

* Hcnonb3oBathk Bce 000py10BaHME U IPOrpaMMHOE oOecrieueHne
0€30MacHO U B COOTBETCTBUU C MHCTPYKIUSMHU MPOU3BOAUTENS;

* CnenoBarh NpeANHUCAHUAM B 007aCTU OXpaHbl TPyAa U OE30MACHOCTH
KHU3HEIEATEIILHOCTH;

* PerymspHo rutaHupoBaTh CBOXO paboTy M KOPPEKTHPOBATH TUIAHBI B
COOTBETCTBUU C U3MCHSIOIIMMHUCS TPUOPUTETAMU;

* TlognepxxuBath pabodyee MECTO B JOJKHOM COCTOSTHUU U MOPSIIIKE.

* JlemMoHCTpHpOBaTh pa3BUThIE CHIOCOOHOCTH CIyIIATh U 3a/1aBaTh
BONPOCHI 11 0oJiee rTyOOKOro MOHUMaHUS CIIOKHBIX CUTYallUi;

*  BricTpauBath 3¢ (PEKTHBHOE TMCHEMEHHOE U YCTHOE OOIICHHUE;

* IloHumaTh U3MEHsIOLIMECS TPEOOBAHUS U IalITUPOBATHCS K HUM;

YcranoBka, KOHPUTypHUpoOBaHUEe U YCTPaHEHH e 15%
HEUCIIPABHOCTEH B CHCTEMe CUCTEM KOPIOPATUBHOM 3a1LUThI

OT BHYTPEHHHUX YIpPo3
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CHCI.[I/IaJ'II/ICT JOJIDKCH 3HAaTh U ITIOHHUMATh:

CeTeBoe OKPYKEHHUE;

CereBble MPOTOKOJIBI;

3HaTh METO/IbI BBISIBJICHUS U TTOCTPOCHUS MTyTEH ABUKECHUS
uHPOpPMALIUU B OpraHU3alNu;

ITonxoael K IOCTPOEHUIO CETU U KAK CETEBBIE YCTPOMCTBA MOTYT
OBITh HACTPOCHBI JIs1 2P(HEKTUBHOTO B3aUMOJICUCTBUS;

Turbl CeTeBBIX YCTPOMCTB;

PaznooOpasue oneparmoHHBIX CUCTEM, X BO3MOXKHOCTH C TOUKH
3pEHHUSI UCTIOIb30BAHMS MOJIB30BATEIAMU U JUIS1 pa3BEPTHIBAHUS
KOMIIOHEHT CUCTEM 3alllUThl OT BHYTPEHHUX YTPO3;

[Iponece BbIOOpa MOAXOAAMINX IPpaiBEPOB U MIPOrPAMMHOTO
oOecrnieueHus Ul pa3HbIX TUIIOB aIlllapaTHBIX CPEJICTB U
ONEPALIMOHHBIX CUCTEM;

BaxxHocTb cnejoBaHUsI MHCTPYKUUSM U MTOCJE/ICTBUS, LICHY
peHeOpeKeHUsI UMU;

Mepsl pe10CTOPOKHOCTH, PEKOMEHIYEMbIE K IPUHATUIO TIEPE]T
ycranoBkol [10 wim 0OHOBICHHEM CUCTEMBI;

Oranbl yCTAHOBKM CUCTEMbI KOPIIOPATUBHOMW 3aLUTHI OT BHYTPEHHUX

yrpos;

3HaTh OTIWYMS PA3ITUYHBIX BEPCUM CUCTEM KOPIIOPATHBHOM 3aIUTHI
OT BHYTPEHHHUX YIPO3;

3unatb kakue CYB/] noaaepxuBarTCsa CUCTEMOM;

3HaTh HA3HAYEHUE PA3TUYHBIX KOMIIOHEHT BEPCUI CUCTEM
KOPIIOPATUBHOM 3alIUTHI OT BHYTPEHHUX yTPO3;

3HaTh TEXHOJOTHH MIPOTrPAMMHOM U alapaTHON BUPTyaIU3allluy;
3HaTh 0OCOOEHHOCTH PabOThl OCHOBHBIX THIIEPBU30POB (MOHUTOPOB
BUPTYaJbHBIX MAIlIMH), TakuxX Kak VirtualBox, VMWare
Workstation;

[{enb TOKyMEHTUPOBAHUS MIPOLIECCOB OOHOBIIEHUS M YCTAaHOBKH.
BaxxHOCTB CIIOKOITHOTO U C(hOKYCHUPOBAHHOTO MOJIX0/Ia K PEUICHHUIO
npo0JIeMbl;

3HaunmocTh cucteM MT-6e301macHOCTH U 3aBHCUMOCTD
MOJIH30BaTENECH M OPraHU3aIuid OT UX JOCTYITHOCTH;

[TomynsipHbIe anmapaTHbIe U TPOTPaMMHBIE OLTUOKH,

3HaTh pa3feNbl CUCTEMbI KOPIOPATUBHOW O€30MacCHOCTH, KOTOPHIE
0OBIYHO UCTIOIB3YET CUCTEMHBIN aIMUHUCTPATOD;
AHATUTAYECKUI U TMAarHOCTUYECKHUH TIOJIXO/IbI K PEIICHUIO
npo0Jem;

I'panu1el cOOCTBEHHBIX 3HAHUHM, HABBIKOB U TTOJIHOMOYHIA;
Curyarmu, TpeOyrolre BMeaTelIbCTBa CIIYKObI MOJIEPKKH;
CraHgapTHOE BPeMsl peIIeHHs] HarnOoJIee MOIMYISIPHBIX TPOOJIEM.

Crenuanuct T0JDKeH YMETh:

HuTepripeTrpoBaTh MOIb30BATENBCKHUE 3aMIPOCH] U TPEOOBAHUS C
TOUYKH 3pPEHUS KOPIIOPATUBHBIX TPEOOBAHUM;

[TpuMeHsTh Bce TUIIBI KOH(UTYpaIHii, TpOorpaMMHBIE U annapaTHbIe
OOHOBJICHHSI HA BCE THITBI CETEBBIX YCTPOUCTB, KOTOPHIE MOT'YT OBIThH
B CETEBOM OKPYKECHUU;

HactpauBath ceTeBble yCTPOWCTBA;

© Coro3 «Bopanckumic Poccusi»
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*  AJIMUHUCTPUPOBAHHME ABTOMATU3UPOBAHHBIX TEXHUYECKUE CPEACTBA
yIOpaBieHUs U KOHTPOJISE HHPOPMAUU U HH()OPMALIMOHHBIX
IIOTOKOB;

*  HaBbIkM CUCTEMHOI0 aIMUHUCTPUPOBAHUS B ONEPAIIMOHHBIX
cucremax Windows, Windows Server, Linux (Red Hat Enterprise
Linux, CentOS u ap.);

* HaBbIkM CHCTEMHOI0 aIMUHHCTPUPOBAHUS B 3AIIUILEHHBIX
oIepanruoHHbIX cucremax (Astralinux u ap.);

* Hactpolika B onepallMOHHBIX CUCTEMAX IIpaB AOCTyIla B
COOTBETCTBUE C POJICBOM /WM MaHIaTHOW MOJECIIBIO;

* Hacrpolika cpeacTs BUPTyaIn3aluu M0 ONEePALMOHHBIMU
CUCTEMaM,;

*  Kondurypuposanue ornepannoHHBIX CUCTEM JUIS PABUIBHOTO U
3alIMIIEHHOT0 UCTIOJIB30BaHUs CPEACTB 0€30MaCHOCTH, B T.4.
CUCTEMBI KOPIIOPATUBHOM 3aIIMTHI OT BHYTPEHHUX YIPO3.:

* VYCTaHOBKA CEPBEPHOM YaCTH CUCTEMBI KOPIIOPATUBHOMN 3AILUTHI OT
BHYTPEHHUX yIpO3;

* VYcranoka CYB/] paznuunoro Buaa;

*  VYCTaHOBKA areHTCKOM 4aCTH CUCTEMbI KOPIIOPATUBHOM 3aIIUTHI OT
BHYTPEHHHUX yIpO3;

* 3amycK rocTeBbIX BUPTYaJIbHBIX MAIIMH U MIPAKTUYECKas padoTa C
HUMHU C UCII0JIb30BAHUEM COBPEMEHHBIX THIIEPBU30POB;

* Hacrpolika OTeIbHbIX KOMIIOHEHT CHCTEMBI KOPIIOPATUBHOM
3alUThl OT BHYTPEHHUX YI'PO3 U CUCTEMBI B LIEJIOM;

* Hcnonb30BaTh NOMOTHUTEIbHBIC YTUIUTHI €CJIA 3TO HEOOX0IUMO;

*  YMeTh mpoBepsATh padOTOCTIOCOOHOCTh CHCTEMBI U BHISBIISTH
HEUCTPABHOCTH, YCTPAHATH IPOOIEMBI U TPOBOAUTH KOHTPOJIbHbBIE
MIPOBEPKHU;

* Tloaxoauts k npoGieme ¢ HEOOXOAUMBIM YPOBHEM YBEPEHHOCTH /ISt
YCIOKOEHUS MOJIb30BaTelNs B CIyyae HEOOXOIUMOCTH;

*  YMerbh CKOHQUTYPHUPOBATh CUCTEMY, YTOOBI OHA MOJTyYalla TEHEBbIE
KOIHH;

*  PerynspHo npoBepsTh Pe3yIbTaThl COOCTBEHHOUN pabOTHI BO
n30exaHue MpobieM Ha MOCIEAYIONINX dTanax;

*  JIeMOHCTpHPOBATh YBEPEHHOCTb U YIIOPCTBO B PEIICHUH NPOOIIEM;

*  BricTpo y3HaBaTh ¥ MOHUMATh CyTh HEUCIIPABHOCTEHN U pa3peliarh
UX B X0/I€ CAMOCTOSITENIbHON ynpaBiisieMoi paboThl, TOUYHO
OIMCHIBATh MPOOJIEMY U JOKYMEHTUPOBATH €€ PEIICHHUE;

* TumarenpHO pacciieZ[oBaTh U aHAIU3UPOBATH CIIOKHBIE,
KOMIUIEKCHBIE CUTYallMU U MPOOJIEeMbl, IPUMEHSATh METOANKHU MOKUCKA
HEUCIPAaBHOCTEM;

*  BwiOupars u npuHuMath aAuarsoctupyromee [0 1 uHCTPYMEHTBI
JUTsl IOMCKA HEUCITPaBHOCTEH;

OT4eTHOCTH 1 HOPMATUBHO-TIPaBOBOE O0ecreYeHne

KOPIOPATHBHOM 0€301IACHOCTH
CHCI_[I/IEU'II/ICT JOJIDKCH 3HAaTh U IOHUMATh:
® Tunosslie OpTraHHU3allMOHHO-UITATHBIC CTPYKTYPEL OpFaHI/ISaHI/Iﬁ
Ppa3InYHbIX C(bep ACATCIIbHOCTHU U pasMepa,
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*  TumnoBoit HAOOp OOBEKTOB 3AMIUTHI, TPHOPUTETHI JOCTYTA K
UH(pOpMaLKH, TUIIOBBIE POJIM M10JIb30BATENCH;

* Kanansl nepenaun JaHHBIX: OIPEEICHUE U BU/IBI;

* Tloxxoxms! u MeTOABI 0OCTE0BaHUS 00BEKTa HHPOPMATUZALUH JIIS
MOCJIEAYIOIIEH 3aLUTHI;

* CereBbI€ YCTPOICTBA, KOTOPHIE MOTYT OBITh HCIIOIB30BAHBI KAK
UCTOYHUKHU COOBITUH JUI aHAIN3a;

*  ®dopmuUpOBaHME MPOIIECCOB U Npouenyp ayaura Mb.

* OO0cnenoBaHue KOPIOPATUBHBIX HHPOPMALIMOHHBIX CUCTEM.

* CocrosiHME KOPIOPAaTUBHON HH(OPMAIIH.

*  VHCTpyMEHTBI M TEXHOJIOTUHU 00ecIIeYeHUs] KOPIOPATUBHOM 3aIlUThI
OT BHYTPEHHHUX yTPO3.

*  Kpurepun 3¢pheKTUBHOCTH MPOEKTA 110 00ECIICYEHUIO
KOPITOPATHBHOM 3aIIUTHI OT BHYTPEHHHUX YTIPO3.

* IlpensaTcTBus peanu3aiy MPOEKTOB MO 00ECTICUCHUIO
KOPITOPATHBHOM 3aIIUTHI OT BHYTPEHHHUX YTIPO3.

*  OCHOBHBIC IPABOBBIC TIOHATHS U HOPMATHBHO-TIPABOBBIC
JIOKYMEHTBI, perJIaMEeHTUPYIOLIHE OPraHu3alUI0 KOPIIOPATUBHON
3alIUTHl OT BHYTPEHHHUX YTPO3 B XO3SHMCTBYIOIIUX CyObEKTaxX;

*  HWucrpymeHnTapuii, TEXHOJIOTHH, UX 001aCTh MPUMEHEHUS U
OTpaHU4eHUs PH POPMUPOBAHNH KOPIIOPATHBHOM 3aIUTHI OT
BHYTPEHHUX yTPO3;

* TunoBoi nakeT HOPMaTUBHbIX JOKYMEHTOB, HEOOXOAUMOTO ISt
pa3BEPTHIBAHUS U SKCILTyaTalluH CHCTEMbI KOPIIOPATUBHOM 3aIIUTHI
B OpraHu3aluy;

*  Buabl TUIIOBBIX OTUETHBIX ()OPM O BBISBICHHBIX YIpo3ax U
UHIIMJICHTAX;

*  Twunsl yrpo3 nHOpMaIMOHHON 0€30MacHOCTH, TOHUMATh X
aKTYyaJbHOCTb U CTEIIEHb YIPO3bl 1151 KOHKPETHOM OpraHu3aluy;

* IloHuMaTh MOAXO/BI K IPOBEICHHUIO pacciel0BaHHUs WHIMJIEHTA
UH(POPMAIIMOHHON 0€30MaCHOCTH, METOAMKH OIICHKH YPOBHS YTPO3;

* Cucremsl DLP u TpeGoBanus no nH$popMalnoHHON 0€301MacCHOCTH.

* KareropupoBanue nupopmanuu B PO.

* IOpuanyeckue Bonpockl nucnoib3zoanus DLP-cucteM: nmuunas u
ceMmelHas TaliHbl; TaiiHa cBs3u; CrienuaabHble TEXHUYECKHE
CpeacTBa

*  Mepsl o obecnieueHuo wpuarueckoit 3uaunmoct DLP (Pre-DLP).

* IIpakTuky npaBo MpUMEHEHHS MIPH PACCIICIOBAHUHN HHITUICHTOB,
CBSI3aHHBIX C HAPYIICHUSMHU PeXHMa BHYTPEHHEH HH()OPMAIIIOHHOK
6e3zomacHoctu (Post-DLP).

Crenuanuct JOJKEeH YMETh:

* TIpoBoauTh 0OCIEeIOBaHIE KOPIIOPATHBHBIX HHPOPMAIIMOHHBIX
CHCTEM.

* CaMOoCTOSTENHHO U3YyUUTh CTPYKTYPY OpraHU3allud Ha OCHOBAaHUH
MOJTyYEHHBIX MaTEPHAJIOB;

*  OmnpenenuTh 0OBEKTHI 3AIUTHI, POJIU TIOJIB30BATENICH, TTpaBa
JIOCTYTIa;

*  BbIsIBUTH IOTOKU NE€pEAauy JAHHBIX U BO3MOKHBIE KaHAJbl YTEUKU
uHbOpMaLINH;
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Co3nath 00BEKTHI 3aIUTHI U TONMUTHKY B, Mcronb3yst TeXHOIOTUH
aHaJIM3a B CUCTEME KOPIIOPAaTUBHOMW 3aIlUTHI;

Ha ocHoBaHMM COOCTBEHHOTO aHAJIM3a, YMETh CBSI3aTh TPEOOBAHUS
HOPMaTHBHOM 0a3bl, CTPYKTYpY OpPraHU3alliH, BHISIBICHHBIE YTPO3HI,
00BEKTBI, pOJIH OE30MACHOCTH ISl [IOCTPOCHUS AKTYaJIbHBIX MMOJUTHK
0€30I1aCHOCTH;

3aI0KyMEHTHPOBATh U YMETh ITPEJCTABUTh PE3yJIbTAThI
oOcnetoBanus (ayAnTa), BKJIIOYas HOTOKU IaHHBIX, TOTEHINAIBHBIC
KaHaJIbl YTEUCK, POJIU MOJIb30BaTEIICH, 00BEKThI 3AIUTHI U T.I1.
Pa3pabareiBaTh HOpPMAaTUBHO-TIPABOBBIE JOKYMEHTHI
XO3HCTBYIOIIETO CYOBEKTa [0 OPTaHU3aLUH KOPHOPATUBHOM
3alIMTHI OT BHYTPEHHUX YTPpo3 HH)OPMAIMOHHON 0€30MacHOCTH;
[TpoBoauTh paccieoBaHus UHIUACHTOB BHYTPCHHEH
UH(POPMALIMOHHOM OE30MTaCHOCTH C COCTAaBIICHHEM HEOO0XOIMMON
CONPOBOAUTENLHOIN JOKYMEHTALIUH;

Co3naBaTh OTYETHI O BBISIBICHHBIX HHIUICHTAX, YIPO3aX U T.II.
[IpencTaBasATh OTYETHI M AKETHI JOKYMEHTOB PYKOBO/ICTBY,
00OCHOBBIBATH MOJTYYCHHBIE PE3YIIbTATHI aHATN3A.

4 | Pa3paboTKa MOJUTHK 0€30MACHOCTH B CHCTEMe

KOPNOPATUBHOI 32U THI MHGOPMAIIUM OT BHYTPEHHUX YIPO3
CHeI_[I/IaJ'II/ICT JOJI’KCH 3HATh U ITIOHUMATh.

TexHonoruu paboThl ¢ NOIUTUKAMU UH()OPMAITMOHHON
0€30I1aCHOCTH;

Co31anne HOBBIX MOJUTUK, MOAM(UKALINS CYIIECTBYIOIINX;

OO6ume mpuHLIUIBL IpU paboTe nHTEphEiicoM CUCTEMBI 3aIUThI
KOPITOPAaTHBHOM MH(pOpMAILINH;

OOBEKTHI 3alUThI, IEPCOHBI;

KiroueBble TEXHOIOTUY aHANIN3a TpaduUKa;

Tunosble NPOTOKOJIBI ¥ MOTOKH JIAaHHBIX B KOPIIOPATUBHOM Cpefie,
TaKUMH Kak:

KopropaTuBHas nouta (nporokonasl SMTP, ESMTP, POP3, IMAP4)
BeO-oYTa;

WNuTepHer-pecypebl: cailTsl, 010rH, GOpYMBI U T.A. (IPOTOKOJIBI
HTTP, HTTPS);

COLIMAJIbHBIE CETH;

untepHer-meccenxepbl: OSCAR (ICQ), Telegram, Jabber, XMPP,
Mail.ru Arent, Google Talk, Skype, QIP;

MPUHTEPHL: NTe4aTh (PaiiIoB Ha JTOKAJIBHBIX U CETEBBIX IPUHTEPAX;
Jr00ble CheMHbIE HOCUTENIN U YCTPOWUCTBA;

Oco3HaHue BaKHOCTH MOJHOTHI TOCTPOEHUSI MOJUTUK 0€3011acCHOCTH
JUISL BBISIBIICHHSI BCEX BO3MOKHBIX MHIIU/ICHTOB U BBISIBJICHHUS (DAaKTOB
yTEueK;

Tuns! yrpo3 nHGOpMallMoOHHON 6€30MaCHOCTH, TUIIBl HHIUAECHTOB,
Texnonoruii ananusa Tpapuka npu padoTe NOIUTUKAMHI
MH(GOPMaLMOHHON 06€30MaCHOCTH B CUCTEME KOPIOPATUBHOM
3alUThl UH()OpMAIIH;

OcHoBHBIE pa3zienbl U 0COOCHHOCTH paboThI HHTEpdeiica
YIPaBJICHUS] CUCTEMBI KOPIOPATUBHOM 3alIUThI HH(OPMAILIUH;
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*  ANropuTMm AeicTBUI IPH pa3pabOTKe U UCIOIb30BAHUN TOJIUTUK
0€30MacHOCTH, OCHOBBIBASICh Ha PA3JIMYHbBIX TEXHOJIOTHIX aHAIN3a
JTAHHBIX;

* TumoBkle CUTHATYPBI, UCIOIB3yEMBbIE JJISl IETEKTHPOBaHUs (ailyioB,
LHUPKYJUPYIOLIUX B CUCTEMAX XPAaHEHUS U IEpeAaun KOpIOpaTUBHON
nHpopmanuu;

* Ponb puibTpoB npu aHaIu3e NEepPexXBaYCHHOTo Tpaduka;
TexHuyeckue orpaHndeHusi MexaHnu3Ma GuiIbTpam, ero
IIPEUMYIIECTBA U HEJAOCTATKU;

* Pa3zgensl cucTeMbl KOPIIOPATHBHOW O€30MMACHOCTH, KOTOPHIC
UCIOJIB3YIOTCS 0pHIIepOM 0€30IaCHOCTH B IIOBCEIHEBHOI padoTe;

*  Ocobennoctu 06padotkn HTTP-3anpocoB u mucem, oTrpaBiisieMbIX
C TIOMOIIIbIO BEO-CEPBHCOB;

* TexHonoruu ananu3a KOpIOpaTUBHOTO TpaduKa, UCHIOIb3yEMbIC B
CHCTEME KOPIIOPAaTUBHOM 3amuTe HHpOpMaIumy;

Crenuanuct J0JKEH YMETh:

* Co3parb B CUCTEME MAKCHUMAIIbHO MOJIHBINA HA0OP MOJIUTUK
0€30MacHOCTH, MEPEKPHIBAIOIINI BCE BO3MOXKHbBIE KaHaJbI IIepeadn
JIAHHBIX U BO3MOKHbBIC UHIIUJICHTHI,

» Pabota ¢ pa3aenoMm TEXHOJIOTMU CUCTEMbI KOPIIOPATUBHOM 3aLLIUTHI:
KaTeropu U TEPMHUHBI, TEKCTOBbIE OOBEKTHI;

* PaGota ¢ coObITUSIMH, 3aMIPOCHI, OOBEKTHI IIEpeXBaTa,
uACHTU(UKAINSI KOHTAKTOB B COOBITUU;

* PaGoTa co cBOgKaMu, BUIKETAMH, CBOJKAMU;

* PaGota ¢ nepconamu;

* Pa0ora ¢ 00beKTaMHU 3aIUTHI;

* IIpoBecTn nmMHUTaLKIO TIpOIIECCa YTEUKN KOH(PHICHIIMATHHON
nH(pOpMallUU B CUCTEME;

* Co3zaarb HENPOTUBOPEUUBBIE TOJUTUKH, COOTBETCTBYIOIINE
HOPMAaTUBHOM 0a3e U 3aKOHOJIaTENIbCTBY;

*  3aJ0KyMEHTHPOBATh CO3/IaHHBIE ITOJIUTUKU HCIIOJIb3YS B
COOTBETCTBUH C TPEOOBAaHUSIMH COBPEMEHHBIX CTaHAAPTOB B 00JIACTH
3alUThl HH()OPMALINH.

» Pabota ¢ kareropusiMu 1 TEpMHUHAMU;

* Hcnonb3oBaHuE PETyISIPHBIX BBIPAKEHUN;

* Hcnonb3oBaHue MOP(OIOrHIECKOro MOUCKa;

* Pabora ¢ rpaguueckuMu 00bEKTaMU;

* Pabora ¢ BeITpy3KaMu U 0a3 JaHHBIX;

* Pabora ¢ meuarssmMu 1 OJJaHKaMU,

* Pabora ¢ (ailyioBEIMU TUTIAMU;

*  Dd¢eKTUBHO UCTIOIB30BaTh MEXaHU3MBbI CO3/IaHUSI PUIIBTPOB JIJIsS
aHaJM3a MepexBauyeHHOro TpaduKa M BBIIBICHHBIX HHIIUICHTOB;

TexHo10ruM 3a1IMTHI M AaHAJIM3A CETEBOro Tpauka

Crernuanuct 10JDKEH 3HaTh ¥ IOHUMATh:
*  OpraHu3anmOHHO-TEXHUYECKHE U MTPABOBBIE OCHOBHI MCIIOJIb30BAHUS
AIIEKTPOHHOTO JOKYMEHTO000pOTa B MH(OPMAIIMOHHBIX CUCTEMAX;
*  CrpykTypy BUPTYyaJIbHOM 3aluIIeHHON ceTn. Haznauenue
BUPTYaJIbHOM 3amuineHHoi cetu. OcobeHHocTH moctpoeHuss VPN-
cereii. OcHOBHBIE THUIBI KiTaccudukammii VPN-ceTei;,
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* HopmaruBHO-TIpaBOBBIE JOKYMEHTHI, TPEOOBAaHUS 3aKOHOIATEIbCTBA
U peryiaupyoux opraHoB P® B 061acTu 371€KTPOHHOM MOIKUCH,
yaocroBepsitomux nentpos, CK3U, M3;

* Kunaccel 3amunieHHocTy 1 ypoBHU Aosepust C3U;

* TexHonOrMu NOCTPOEHUS BUPTYAIbHBIX 3alIUIICHHBIX CETEeH Ha
OCHOBE IIPOrPaMMHBIX U MPOTPaMMHO-aNNapaTHBIX PELICHUII;

¢ KiroueBrie komnoHeHTsl VPN-ceTeii;

*  Ocob6ennoctu VPN-cetn 1 MexaHU3MBbI HX YIIPABJICHHUS,

* CoBpeMeHHbIE KpUNITOTrpahUIECKHE aITOPUTMBI.
Kpunronposaiinepsl, kpunrorpadudeckue HHTephernchl 1
OUOINOTEKH;

*  Apxurtekrypa, ocHoBHble KoMIOHeHTHI PKI ux ¢pynkunu u
B3aUMO/ICHCTBUE;

* HasnaueHue u poJib JOBEPEHHOT'O YAOCTOBEPSIOIErO LIEHTPa B
CHCTEME KIIIOUEBOU HHPPACTPYKTYPHI OpraHU3aIHH;

*  JKu3HEHHBII LUK KIIIOYeH U CepTH(HUKATOB;

*  DnexTpoHHbIH cepTudukar kioyei 1. Dopmuposanue,
MOJIMCAaHUE U UCTIONb30BaHUE CePTU(UKATOB,

* 3ammra BUIEO U KOHPEPESHIINH PHUIIOKEHUH;

* Hasnauenue u ocHOBHBIE clieHapuH npuMeHeHus |DS-Texnonornii;

*  ApXUTEKTYpY U ocobeHHOCTH BHenpeHus |DS-TexHonoruii;

* PacnpoctpanéHHbBIC BEKTOpaA aTaK U YA3BUMOCTU COBPEMEHHBIX
KOPIIOPATUBHBIX HH(POPMALIMOHHBIX CHCTEM.

Crennanuct JOKEH yMETh:

*  OcyuecTBiATh pa3BEPTHIBAHUE U aIMUHUCTpUpoBaHue VPN-ceTbio
(toGaBneHue, ynaneHue, u3MeHeHe 00BbEKTOB CETH, HAaCTpOIKa
napaMeTpoB paboThI, KOHTPOJIb PabOTOCIIOCOOHOCTH | JIp. ).
O6Hnonenue [10, ycTaHOBIEHHOTO Ha y3J1axX 3aIIUIIECHHON CeTH.

* Paborarh u ynocroBepstoleit 1 Kit04eBoil HHpopMarien.
®opMUpPOBaHUE U YIIPABICHUE KIOYEBOU CTPYKTYpPOMl CETH.
W3nanue n ynpasienue cepTudrkaraMy MoJb30BaTeNEH.

* Hacrpauars 3amuty cermeHToB [P-cereil, koopauHanus paboTsl
y3JI0B 3aIIMIIEHHON ceTH. 3amuThl Tpaduka, mepeaaBaeMoro mno
OTKPBITHIM KaHajlaM CBSI3U;

*  OcymiecTBIATh 3alIUTY OKOHEUHBIX pabouux MecT; KoHTposib
IIOJIB30BATEIbCKUX ITPUIIOKECHUM;

* PeanuzoBbIBaTh MEKCETEBOE B3aMMO/ICIICTBIE U TYHHEIMPOBAHNUE;

* Kommnpowmeranus pabounx MecT;

* OO6ecrieueHre MEXCETEBOT0 SKPAaHUPOBAHUS M KPUIITOTpapruecKon
3alUThl MH()OpMAaIIH;

¢ IIpou3sBoauTH yCTaHOBKY, HACTPOWKY, pa3BEPThIBAaHUE
YAOCTOBEPSIOLIUX IEHTPOB HHMPACTPYKTYPhI OTKPBITHIX KIHOUEH
BKJIIOUAs TIOJICUCTEMBI PETUCTPALINN TI0JIb30BATENEH, CO3/1aHUs
kiroueit D11, u3nanusa cepruduxartos kiroueit nposepku Il
noJiep>kaHust MHQpacTpyKTypsl Kitodel mposepku JI1.

*  Kondurypuposats [10 a5 371€KTPOHHOTO JOKYMEHTOO0OPOTA B
VPN-cucremax;

* 3ammra cucteM, 00eCceunBaOLINX MOIEPKKY IPOLECCOB
MH(OPMaLIMOHHOTO B3aUMOJEHCTBYS,

*  BrInonHATH HACTPOHKY U IPOBEPKY PaOOTOCIIOCOOHOCTH;

© Coro3 «Bopnackumnic Poccus» KoprnoparuBHas 3anyra oT BHyTPEHHHUX yrpo3 HH)OPMAIMOHHOW 0€30MacHOCTH
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[IpoBoUTH ETEKTUPOBAaHUE aTaK (TIOTEHIUAIBHBIX YTPO3) B
PYYHOM, aBTOMaTH3UPOBAHHOM M aBTOMAaTHYECKOM PEIKUME;
[TpoBOIUTH NMPaBHIIBHYIO KIACCU(UKAIIUIO YPOBHS YIPO3BI
UHIMJICHTA;

Hcrnonb3oBaTh 60a3pl KOHTEHTHOH (QUIBTPALINH;
Hcnonp30BaTh JONOTHUTENBHBIE MOTYJIH aHAIH3A
UH(POPMAIMOHHBIX TIOTOKOB, €CJIH ATO MPOJAUKTOBAHO
0COOEHHOCTSIMH YCIIOBHIA BEeICHUs OM3Heca;

TexH0J0rumn 3aIUThI Y3Jia 1 AareHTCKOro MOHUTOPHUHI' A
Creunanuct JOJKEH 3HaTh U IOHUMATh:

OYHKIHUUA areHTCKOI0 MOHUTOPUHTA;

OO01re HaCTPOMKHU CUCTEMbI areHTCKOTO MOHUTOPHUHTA;
Coenunenue ¢ LDAP-cepBepom u cunxponu3zanus ¢ Active
Directory;

[Tonutrku areHTCKOro MOHUTOPHHTA, 0OCOOEHHOCTH UX HACTPONKH;
Oco0eHHOCTH HACTPOEK COOBITHI areHTCKOTO MOHUTOPHHTA;
MexaHu3Mbl TUarHOCTUKH areHTa, MOAXOAbI K 3aIIUTE arcHTa.
3HaTh BO3MOXHOCTH U OTPAaHUYEHHUS COBPEMEHHBIX POCCUICKUX U
3apyOeKHBIX OMEPALMOHHBIX CUCTEM B paMKax perieHus 3a/1a4y
3alUThl HH(OPMALIUU

3HaTh aPXUTEKTYPY ONEPALIUOHHBIX CUCTEM

3HaTh UHCTPYMEHTAPHUH 110 paboTa ¢ COBPEMEHHBIMU
ONEPALMOHHBIMU CUCTEMaMHU, KOMaH ibl, [10. yTuinuTel

Crneunanuct JOHKEH YMETh:

YcraHoBKa U HaCTpOMKa areHTCKOr0o MOHUTOPHUHTA;

Co3zanue MOJUTHK 3aIUTHl HA ar€HTaXx;

PaGota B KOHCONHM yNpaBIeHUS ar€HTOM;

OunbTpalys coObITHI;

Hactpoiika coBMECTHBIX COOBITHII ar€HTCKOTO U CETEBOTO
MOHHUTOPHWHTIA;

PaGora ¢ HOocuTensIMU U yCTpOICTBAMU;

Pa6orta c ¢aiinamu;

KonTtponb npunoxeHuii;

Hckmouenne u3 coObITHI TiepexBara.

IIpon3BOaUTE HACTPOUKY CEPBUCOB U KOMITIOHEHT OINEPAIIMOHHOMN
CHCTEMBI JIJIs1 TOCTUKEHUS LEEH 3aIuTh

Paznienatb KOMIIOHEHTHI ONEPALIMOHHON CUCTEMBI 10 YPOBHSIM
JIOBEpUsI, COKpalias MOBEPXHOCTh aTaKH IS 3JI0YMBILIJIEHHUKA
[IpumeHATs MEXaHU3MBI POJIEBOTO U MAHJIATHOI'O JOCTYIa U
KOHTPOJIS LIEJIOCTHOCTH

Peanu3oBbIBaTh OrpaHUYEHHYIO IPOrPAMMHYIO CpEAyY IS
MIOJIB30BATENS

3HaTh 0COOEHHOCTH O€301acHOM paboThl U 3arpy3KH ONEPanOHHBIX

CHCTEM Ha pas3JIMYHBIX allllapaTHBIX I1aTopMax

HpezmTBpameHHe HHIOUJICHTOB M YIIPABJICHUE COOBITUSIMH

HHGPOPMALIMOHHOM 0€30IIACHOCTH
CrenuannucT TOJDKEH 3HAaTh U IIOHUMATh:

11%
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* Hasnauenue, posb, Bo3moxxHocTu cucteM IDS/IPS s 3anaun
3alIMThl OPTaHU3ALUHU OT YIpo3 HHOOPMAIIMOHHON 0€3011acCHOCTH
* Hasnauenue, poiib, BO3BMOXHOCTH cucTeM SIEM s 3amaun 3amuth
OpraHu3aly OT Yyrpo3 HHPOPMAIMOHHOHN OE30MaCHOCTH
* Hasuauenwue, ponb, Bo3moxxHocTu cucteM Threat Intelligence ms
3aJ1auy 3aIIUThl OPTaHU3AIMH OT YrPo3 HHPOPMALMOHHOM
0€30M1aCHOCTH
Crnennanuct JOHKEH YMETh:
* VYcranaBiuBaTh, HacTpauBath cuctembl IDS/IPS
* VYcraHaBiIuBaTh, HacCTpauBaTh cucteMbl SIEM
* VYcranaBiamBaTh, HacTpauBaTh cucTeMbl Threat Intelligence,
reHepanuu TpaduKa v MPOBEPKH 3alUIIIEHHOCTH
* IIpumensts Ha npaktuke cuctembl IDS/IPS ns BeisBiIeHUS
WHIMJICHTOB HH(POPMAITMOHHON 6€30MaCHOCTH
* IlpumensTh Ha mpakTuke cucrembl Threat Intelligence
* IIpumensTs Ha npakTuke cucremsl Threat Intelligence u Attack
Simulation (Breach and Attack Simulation) mis npoBepku/oeHKH
YCTOMYMBOCTH CUCTEM U CETEN K KOMIIBIOTEPHBIM aTaKaMm
* TIpoBoauTh aHAIN3 BBISIBJICHHBIX HHIIUJCHTOB, UCTIOJIb30BaTh
BCTPOCHHBIC U BHEITHHE CUCTEMBI ITOJITOTOBKH OTYETHOCTH
| Beero | 100%

3. OHEHOYHASA CTPATEI'US U TEXHUYECKUE
OCOBEHHOCTH OLIEHKH

3.1. OCHOBHBIE TPEBOBAHUA

Crpareruss ycCTaHaBIMBaeT TMPUHIUIBI W METOABI, KOTOPBIM JIOJKHBI
COOTBETCTBOBATH OlleHKA M HauucieHue 6auioB WSR.

DKcnepTHas olleHKa JIeKUT B ocHOBe copeBHoBaHuit WSR. Ilo stoit nmpuunne
OHa SBJISICTCS MPEIMETOM MTOCTOSHHOTO MPO(GECCHOHAIIBHOTO COBEPIICHCTBOBAHUS U
TIIATEIBPHOTO HCCIeA0oBaHUs. HaKOIJIEHHBI OMBIT B OIEHKE OYIET ONpeacisTh
OyyIiee UCIoIb30BaHNEe M HAITPaBIICHUE Pa3BUTHS OCHOBHBIX HHCTPYMEHTOB OIICHKH,
npuMeHsieMbIX Ha copeBHOBaHUsIX WSR: cxema BBICTABJICHUS OILIEHKH, KOHKYPCHOE
3ajanue u uHopmanronHas cucrema uemnuonara (CIS).

Onenka Ha copeBHOoBaHusix WSR rmomanaer B OAHYy M3 JABYX KaTeropuil:

U3MepeHne U cyjnelckoe penieHue. i o0enx KaTeropuil OLIEHKH HCIIOJIb30BAHUE

© Coro3 «Bopnackumnic Poccus» KoprnoparuBHas 3anyra oT BHyTPEHHHUX yrpo3 HH)OPMAIMOHHOW 0€30MacHOCTH 16
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TOYHBIX ATAJIOHOB JUISI CPaBHEHUS, MO KOTOPHIM OIEHUBACTCS Ka)bIi AacIeKT,
SIBJISICTCSI CYIIIECTBEHHBIM JIJISI TApAHTUH Ka4eCTBa.

Cxema BBICTABIICHHS OILIGHKH JOJDKHAa COOTBETCTBOBAaTh IMPOIEHTHBIM
nokazatessiMm B WSSS. KonkypcHoe 3amaHme SBISICTCS CPEICTBOM OIICHKU IS
COPEBHOBAaHMSI 1O KOMIIETCHIIUH, U OHO TaKXXe TOJDKHO COOTBeTcTBOBaTh WSSS.
HNudopmanmonnas cucrema udemnuonara (CIS) oOecrmeunBaeT CBOCBPEMEHHYIO H
TOYHYIO 3alUCh OIICHOK, YTO CIIOCOOCTBYET HAJJIC)KAIIeH OpraHUu3aIiu
COPEBHOBAHUM.

CxeMa BBICTABIICHHSA OIICGHKM B OOIMHMX dYepTax SBISCTCS OIMPEACIISIONTIM
dakropom s mporecca pa3pabotku  KonkypcHoro 3amanms. B mporecce
nanbHeien paspadorku CxeMa BbICTaBIeHUS OlleHKH U KoHKypcHOe 3a1anne OyayT
pa3pabaThIBaThCS W PA3BUBATHCSA MOCPEACTBOM HTEPATHBHOTO TIpoIlecca I TOTO,
YTOOBl COBMECTHO ONTHUMHU3HUPOBATh B3auMoOCBsizM B pamkax WSSS u Crparterun
otieHKU. OHU MPEJCTABISAIOTCS HA yTBEpXKIeHne MeHeKepy KOMIIETCHIIUU BMECTeE,
9TOOBI JEMOHCTPUPOBATH UX Ka4ecTBO U cooTBeTcTBHE WSSS.

JIyisi mOBBITIIEHUST OOBEKTUBHOCTH U CHPABEIJIMBOCTH OILIEHKH PE3YyJbTaTOB

BBITTOJIHCHU S KOHKYPCHBIX SaﬂaHI/Iﬁ B KOMIICTCHIIN HCIIOJIB3YHOTCA

NpEUMYIICCTBCHHO OOBEKTHUBHBIC KPUTCPHUU OLICHKU.

4. CXEMA BBICTABJIEHUA OLHEHKUA

4.1. OBIUE YKA3AHUSA

B nanHOM pasnmene onuchiBaeTCs poib M MecTO CXEMBbI BBICTABJICHUS OIICHKH,
MIPOIIECC BHICTABJICHHSI DKCTIEPTOM OIIEHKU KOHKYPCAHTY 32 BBIITOJIHEHHE KOHKYPCHOTO
3aJlaHus, a TAKXKe MPOIIeTyPhl U TPeOOBAHMUS K BHICTABJICHUIO OIICHKH.

CxeMa BBICTABIICHUS  OIEHKH  SIBJSCTCS  OCHOBHBIM  HHCTPYMEHTOM
copeBHoBannii WSR, omnpenensisi coorBercTBue oneHkd KOHKypCcHOTO 3amaHus u
WSSS. Ona npegnazHadeHa JJis pacnpe/ieiaeHus 0aaioB Mo Kaxa0oMy OIIEHUBAEMOMY
aCIEeKTYy, KOTOPBI MOYET OTHOCUTBLCS TOJIBKO K ojfHOMY Moyiro WSSS.

© Coro3 «Bopnackumnic Poccus» KoprnopaTrBHas 3anuTa OT BHyTPEHHHX yrpo3 HHPOPMAMOHHON 6€30IIacCHOCTH 17
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OTtpaxkast BecoBble K03 duinentsl, ykazanubie B WSSS Cxema BbICTaBICHUS
OLICHOK yCTaHaBIMBaeT mnapaMmerpbl pa3padoTrku KoskypcHoro 3amanusa. B
3aBHCHUMOCTH OT IPUPOJbl HaBblKa U TPEOOBAHUM K €r0 OLEHUBAHUIO MOXKET OBITH
MOJIE3HO H3HAuYaldbHO pa3paboraTh Cxemy BBICTABICHHUS OICHOK Oojiee EeTallbHO,
YTOOBI OHA TOCITY>KUJIa PyKOBOJICTBOM K pa3zpaboTtke KonkypcHoro 3ananus. B npyrom
ciiydae pa3paborka KoHKypcHOro 3ajgaHusi JOJKHA OCHOBBIBATbCSI HA 00OOIEHHON
Cxeme BbicTaBieHHMsS OIeHKU. JlampHeitmas pa3paborka KonkypcHoro 3ananus
COIIPOBOXAAETCS Pa3pabOTKON aCIIEKTOB OLIEHKH.

B pazpgene 2.1 ykazaH MakCHMalabHO JOMYCTUMBIA MPOLIEHT OTKJIOHEHHS,
CxeMbl BbICTAaBJIEHHSI OLEHKHM KOHKYpCHOro 3afaHusi OT JIOJIEBBIX COOTHOIIECHHI,
npuBeieHHbIX B CrienuguKalnuy CTaH1apToB.

Cxema BbIcTaBieHHs OLEeHKH U KOHKypCcHOE 3a7aHue MOTyT pa3padaThiBaThCs
OJITHUM Y€JIOBEKOM, I'PYIIOH 3KCIEPTOB UM CTOPOHHUM pa3padoturkoMm. [logpoOHas
U OKOHuaTenbHast Cxema BbIcTaBlIeHUs OlleHKU U KoHKypcHOE 3a1aHne, JOJKHbBI ObITh
yTBepkaeHbl  Menemkepom komnereHuun (MK) wmm  ero  3amecturenem,
YIOJIHOMOYEHHBIM Ha 310 MK.

Kpome Toro, BceM akcniepTam npejjaraercs npeacTaBisiTh CBOU MPEJIOKEHUS
no pazpabotke CxeM BbICTaBICHHUS OLICHKM U KOHKYypCHBIX 3ajaHuii Ha (popym
HKCIIEPTOB IS JANBHEMIIET0 X pacCMOTpeHNsT MeHeKEPOM KOMIIETEHIINH .

Bo Bcex ciydasx nonHas v yTBep:KAeHHas MeHemkepoM koMreTeHmu Cxema
BBICTABJICHUSl OLICHKM JOJDKHA OBbITh BBEJEHA B MH(POPMALMOHHYIO CHUCTEMY
copeHoBanuii (CIS) He MeHee uYeM 3a JeHb 10 Hayajla COPEBHOBAaHMM, C
UCIIOJIb30BAHUEM  CTAHJIAPTHOM  3JeKTpoHHOM Tabmuubl CIS  wmm  gpyrux
COIJIACOBAaHHBIX CHOCOOOB. ['J1aBHBIN AKCHEPT SIBISIETCS OTBETCTBEHHBIM 3a JTAHHBIN

nporiecc.
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B JaHHOM pas3aciic OIpCACIICHbI KPUTCPUM OHOCHKHW MW KOJIHMYCCTBO

BBICTaBJIsIeMbIX Oa/IoB (00BeKTUBHBIE). OO0IIee KOIUYECTBO OANIIOB MO BCEM

KpUTEpHUsAM olieHKH cocTasiseT 100.

B JaHHOM pas3JICjiC OIMHUCBIBACTCA POJIb U MCECTO CxeMbl BBICTABJICHUS OLICHKH,

MpOoUECCC BBICTABJICHH OKCIICPTOM OLICHKHN KOHKYPCAHTY 3a BBIIIOJTHCHHUEC KOHKYPCHOI'O

3a/1aHusl, a TAKXKE MPOIeAYyPbl U TPEOOBAHUS K BBICTABJICHHUIO OLICHKHU.

Kpurepnii

Opranu3zanus paboThl ¥ yIpaBlIeHUE

VYcraHoBKa, KOH(HUTYpUpPOBaHHE u
yCTpaHEHHE HEHCIIPaBHOCTEW B CHUCTEMeE
KOPIIOPAaTUBHOM 3alllUTBl OT BHYTPEHHUX

yIrpo3

15,00

15,00

OT4YEeTHOCTH u HOPMATUBHO-IIPABOBOC
o0ecrnieueHrne KOPIOpaTUBHON 0€30MacHOCTH

5,00

2,00

7,00

Pazpaborka momuTHK ~ Oe30macHOCTH B
cucreMe KOpIOpaTUBHOU 3aILUTHI
nHGOpMAIMY OT BHYTPEHHUX yTPo3

20,00

20,00

TexHomornm 3amMTBEI W aHaAJHW3a CETEBOTO
Tpaduka

25,00

25,00

Texuomoruu 3alUTHl y3Jla M AarcHTCKOI'o
MOHHUTOPHHTA

17,00

17,00

Hpe}IOTBpaHIeHI/Ie HUHIOUJACHTOB U ynpaBJ’IeHHe
COOBITUAMH MH(POPMALIMOHHOM 0€30I1aCHOCTH

11,00

11,00

95

100

OcHoBHBIC 3arojaoBkuM (CXeMbl BBICTABIICHUS OLCHKHU ABJIOTCA KPHUTCPUAMU

OLICHKHMH. B HCKOTOPBIX COPCBHOBAHHUAX IIO KOMIICTCHOHWHN KPHUTCPHH OLCHKHU MOI'YT

CoBMazaaTh C 3arosioBkamu pasznenoB B WSSS; B npyrux OHM MOTYT MOJIHOCTBIO

otnuyatbes. Kak IIpaBuiio, OBIBacT OT IATH A0 ACBATHU KPUTCPHUCB OLCHKU, ITPHU 5TOM

KOJIMYECTBO KPUTEPHUEB OLIEHKH JIOJKHO ObITh He MeHee Tpéx. HezaBucumo ot Toro,

© Coro3 «Bopnackumnic Poccus» KopnoparuBHast 3amura oT BHyTPEHHUX YIpo3 HHPOPMAIIMOHHOI 6€301acHOCTH 19
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COBIAJAIOT JIM OHU C 3arojioBkamu, Cxema BBICTABIICHUS OLEHKH JIOJDKHA OTPaXKaTh
JI0JIeBbI€ COOTHOIIIEHUS, YkazaHHble B WSSS.

Kpurepuu oueHku co3fgarorcs JTUIOM (TPYNION JuIl), pa3paldaThIBAIOIIUM
CxeMy BBICTABJIEHUS OLIEHKH, KOTOPOE MOXKET MO CBOEMY YCMOTPEHUIO ONPENEIATh
KPUTEPHUH, KOTOPHIE OHO COYTET HamOOJee MOIXOIAMMMHU ISl OIICHKH BBITIOJTHEHUS
KonkypcHoro 3aganusi.

CBonHasi BeIOMOCTh OIEHOK, reHepupyemasi CIS, BkIIO4aeT mnepeuyeHb
KpUTEPHUEB OIICHKHU.

KonuuectBo 6aioB, Ha3HAYaEMBIX MO KaKJIOMY KPUTEPUIO, PACCUMUTHIBACTCS
CIS. DTo 6yzaet obmias cymma 0ajioB, MPUCYKACHHBIX MO KAKIOMY aCIIEKTy B paMKax
JTAHHOTO KPUTEPHS OLICHKHU.

4.3. CYBKPUTEPUUA

Kaxxnpiii kputepuil OLICHKU pa3fielisieTcs Ha OJUH WM 0ojiee CyOKpUTEPUEB.
Kax b1l cyOkpuTeprii CTaHOBUTCS 3ar0JI0BKOM CXEMBbI BHICTaBJICHHS OLICHOK.

B kaxaoli BeIOMOCTH OLIEHOK (CYOKpUTEpHEB) yKa3aH KOHKPETHBIH IE€Hb, B
KOTOPbIN OHA Oy/ET 3amOJHATHCS.

Kaxnast BeoMOCTh O1IEHOK (CYOKPUTEPHUEB) COJICPIKUT OIICHUBAEMBIE ACTIEKTHI,
MoJJIeKAIIKe OlleHKe. J[Ji1 KaXkI0ro BUAa OLICHKM UMEETCS CreluaibHasi BEJOMOCTh
OLICHOK.

4.4, ACIHHIEKTHBI

Kaxxaplit acriekT moipoOHO OMHUCHIBAET OJIMH M3 OIEHUBAEMBbIX ITOKa3aTelel, a
TaK)k€ BO3MOJKHBIE OIICHKHU WJIH WHCTPYKITUHU TI0 BBICTABIICHUIO OIICHOK.

B BenomMocTH o11eHOK MOAPOOHO MEePEUUCAETCS KaX bl aCleKT, 0 KOTOPOMY
BBICTABJISIETCS OTMETKA, BMECTE€ C HA3HAYEHHBIM JJIsi €ro OIIEHKU KOJUYECTBOM
OaJIyIoB.

CyMMma 0ajuioB, MPUCYKIAEMbIX MO KaXXIOMYy acleKkTy, JO/DKHA TOoIMajiaTh B
JMarra3oH 0aIoB, ONPEACICHHBIX I KaXkaoro pasaena kommnereHun B WSSS. Ona

Oynet otoOpaxaThbes B Tabnuie pacnpenenenus 6amior CIS, B cnenyromem popmare:
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4.5. MHEHUE CYJEM (CYAEHCKAS OILIEHKA)
B KOMIICTCHIIU N I/ICHOJIBBYIOTCSI TOJBKO O6’beKTI/IBHHC I/I3MepI/IMBIe KpI/ITepI/II/I.
IIpy mnpunaTMM pemieHus wucnonbdyerca mkana 0-3. g yerkoro u
MMOoCJICA0OBATCIbHOTO MPUMCHCHHS IKAJIbI Cyjlef/'ICKOC PEIICHUC JOJDKHO IIPUHHUMATLCA
C YUYETOM:
® DJTaJOHOB MJIs CpaBHEHHS (KpUTEPHEB) IS MOAPOOHOTO PYKOBOJCTBA TIO
KaXXJI0My aCIICKTy
e mxansl 0-3, rue:
* (: HCIIOJTHEHUE HE COOTBETCTBYET OTPACIEBOMY CTaHIAPTY;

" ]: MCMOJHEHUE COOTBETCTBYET OTPACIEBOMY CTAHIAPTY;
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" 2: UCIIOJHEHUE COOTBETCTBYET OTPACIEBOMY CTaHJIAPTy U B
HEKOTOPBIX OTHOUIEHUSIX MPEBOCXOAUT €rO;
" 3: WCIOJHEHHE MOJHOCTBIO MPEBOCXOAHUT OTPACIECBOW CTAaHAAPT H
OIICHUBAETCS KaK OTJIMYHOE

Kaxnpiii acnekT OLEHHWBAIOT TPHU DOKCIEPTA, KaXKIAbIA DSKCIEPT JTOJKEH
IIPOU3BECTHU OILIEHKY, MOCJE YEro MPOUCXOAUT CPAaBHEHHUE BHICTABICHHBIX OLICHOK. B
cllydyae pacXOoXKJEHUsI OILIEHOK OSKCIepToB Oojiee vyemM Ha 1 Oamwi, skcrnepram
HEOOXOJMMO BBIHECTH OIIEHKY JaHHOTO aclekTa Ha OOCYXJIEHHE M YCTPaHUTH
pacxoxacHue.

4.6. UBMEPUMAS OLIEHKA

OueHka KaXXIOro acreKkTa OCYIIECTBISIETCS TpeMs »Kcnepramu. Ecin He
yKa3aHO MHOE, OyeT MPUCYXACHA TOJbKO MaKCUMAaJIbHAsl OLICHKA WJIM HOJb OAJIIOB.
Ecin B pamkax Kakoro-aubo acmekTa BO3MOXXHO NPUCYXKIACHHE OICHOK HIDKE
MaKCUMAJIbHOM, 3TO oOmnuchbiBaeTcsi B (CXeME€ OLEHKH C YKa3aHUEM H3MEPUMBIX
apaMeTpoB, IEPEUUCICHUEM JOMYCTUMBIX OTKJIOHEHUM OT 3TaJIOHA U BBICTABIIIEMBIX
IpU 3TOM OaILIOB.

4.7. ACITIOJIb30OBAHUE U3MEPUMbBIX U CYJEHCKHUX OIIEHOK

OkoHUaTeNbHOE MOHMMAHUE MO HU3MEPUMBIM M CYJECUCKUM OILICHKaM OyJeT
JIOCTYIHO, Koraa yTeepxkaeHa Cxema oneHku u KonkypcHoe 3ananue. [IpuBenennas
tabymna (B myHKTe 4.2) COACPKHUT MPUOTUZUTEIBHYIO HH(POPMALIMIO U CITY>KHT JUIS

paspabotku OreHouHOM cxembl U KOHKypCcHOTO 3aaHusl.

4.8. CIIEHUO®PUKALNA OHEHKHW KOMIIETEHLIUA

Onenka KonkypcHoro 3amaHusi OyneT OCHOBBIBATBCA Ha CJIEAYIOUINX
KpUTEpHUSIX (MOIYJIISX):

A. Opranuzaiusi paboOThI U yIIPaBJICHHUE

Meronvka NpPOBEPKH 3aAKIKOYAETCSI B COOTBETCTBUM IOBEICHHS yYACTHHKA

Tpe6OBaHI/IHM, MNpEAbABICHHBIM KOHKYPCHBIM 3a1aHUCM.
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B. YcranoBka, koH(purypupoBaHue U ycTpaHeHUE HEUCTIIPABHOCTEN B CUCTEMAX
KOPIOPAaTUBHOM 3aIIUThI OT BHYTPEHHHUX yTPO3

B xone mpoBepkH mociaea0BaTesbHO CpaBHUBAETCS ()aKT YCTAHOBKU CUCTEM U
OTJENBbHBIX MOJAYJIEH COTTIACHO KOHKYPCHOMY 3a/IaHUIO, MPOBEPSAETCS KOPPEKTHOCTD
X (QYHKITMOHUPOBAHUS.

C. OrtyeTHOCTP W HOPMATUBHO-TIPABOBOE OOECIEUYEHHE KOPIOPATHUBHOM
0e30MacHOCTH
[IpoBepke NOANEKHUT KOMIUIEKT JOKYMEHTOB, pa3pa0OTaHHBIA yYaCTHUKOM, Ha
COOTBETCTBHE 33JJaHHOMY 3TaJIOHy. JlOMyCTUMbIE OTKIIOHEHHSI OT STAJIOHA YKa3aHbI B
3aJJaHuH.

D. Pa3paboTka MmojauTHK O€30MACHOCTH B CHUCTEME KOPHOPATUBHOW 3alUThHI
nH(OpPMAITUU OT BHYTPEHHUX YTIPO3

[Ipotienypa mpoBEepKH 3aKITIOYAECTCS B OCIEI0BATEIIBHON OIIEHKE COOTBETCTBUS
pEe3yJbTATOB BBIMIOJIHEHUSI CETEBBIX TOJUTUK, CO3JaHHBIX W TMPUMEHEHHBIX
YYaCTHHKOM, B CHCTEMax 3alllUThl OT BHYyTpeHHHX yrpo3 Mb. [MonmuTuku JOKHBI
0TpaboTaTh KOPPEKTHO (C YUETOM TpeOOBaHUM 3aJJaHUS B YaCTU BBHICTABIICHUS YPOBHS
yIpo3bl, MPUOPUTETA U T.M.) BBIIBUB BCE WMHIMACHTHI 0€30MaCHOCTH, 0€3 JOKHBIX
cpabaTbiBaHui. 32 OIMOKKU (JIOKHBIE cpabaThIBaHUs, MPOIYCKU MHIMICHTOB U T.II.)
Oaim MakCUMaJbHBIM MOXET ObITh CHUkEH. [Iporenypa CHUXEHUS HOJKHA OBITH
ONMHMCaHa B KOMMEHTAPHIX K aCTICKTaM.

Baxxno, 4to0bl (pakT BBISBICHUS WM Tporycka uHIMaAeHTa B DLP-cucreme
OTIPEIEISUICS Ha OCHOBE PEAbHO MOCTYHHUBIIUX B CUCTEMY JAHHBIX WA TIO HUTOTY
paboThI ceIMaILHOTO FreHepaTopa Tpaduka.

E. TexHonoruu 3amuThl 1 aHaJIM3a CETEBOro Tpaduka

[Ipouienypa mpoBepkH 3akiO4aeT B TOCIEIOBATEIBHON OIleHKe (hakTa
YCHEINTHOTO MCTOJb30BaHUS YYACTHHUKOM Pa3indHbIX TexHojoruit VPN-cuctem s
3amuThl ceteBoro tpaduka w/mnm IDS-cucrem nns BwisBieHHs (akTa aTaku Ha
KOPIOpaTHBHBIE MHPOPMAIIMOHHBIE CHUCTEMBI, YMEHHS NMPUMEHUTh 3TH TEXHOJIOTHH

JUIA JOCTHOKEHMST 1ejeid 3amuThl. [IpoBepka 3akiroyaeTcs B MOCIEIOBATEIIbHOU
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OLICHKE pe3yJbTaTOB padOThl KOHKYPCAHTOB IO pPa3BEPTHIBAHUIO, HACTPOMKE U
MPUMEHEHUSI COOTBETCTBYIOIIUX CUCTEM.

F. Texnoyioruu 3anUThl y3ja U aréHTCKOr0O MOHUTOPUHTA

[Ipouenypa npOBEPKH 3aKIHOYAETCS B IOCIE0BATENBHON OLIEHKE COOTBETCTBUS
pE3yJbTaTOB BBIMOJHEHUS! Ar€HTCKUX TMOJUTUK, CO3J@HHBIX W TPUMEHEHHBIX
YYaCTHUKOM, B CHUCTEMAax 3alIuThl OT BHyTpeHHUX yrpo3 Ub. IlonuTuku DOIKHBI
0TpabOTaTh KOPPEKTHO (C yU€TOM TpeOOBaHUM 3a1aHUS B YACTH BBICTABIICHUS YPOBHS
yIpo3bl, IPUOPUTETA U T.M.) BBIABUB BCE MHIUACHTHI O€30MAaCHOCTH, 0€3 JIOKHBIX
cpabaTbhIBaHUM.

G. IlpemoTrBpamieHue  WHIUACHTOB W YNOPaBICHHWE  COOBITUSIMH
nH(OPMAIMOHHON 6€30MaCHOCTH

[IpoBepke mnomnexuT (HaKT COOTBETCTBUSI CO3JAaHHBIX B paMKax 3aJaHus
OTYETOB U IOKYMEHTOB KOHKYPCHOMY 3aJaHUIO.

JIJist ycKkOopeHusi TpoLeyphbl MPOBEPKU BO BCEX KpUTEpHsX (TJ€ MPUMEHUMO)
pEeKOMEHyeTCsl 00s3aTh YYaCTHUKOB JIeJIaTh CHUMKHU dKpaHa (T.H. K CKPUHIIIOTHD ) WX
TOYKH OCTAHOBKHM BUPTYaJIbHBIX MalIWH (T.H. «CHAMIIOTHD»), B KIIOYEBBIX ATamax
BBITIOJTHEHUS Pa0OThI U MPOBOJIUTH MPOBEPKY MO HUM.

Texnuyecku, mnporeaypa mnpoBepku 1o kputepusm D, F, G moxer
OCYILECTBIISITHCA OJHOBPEMEHHO WUJIM MTOCIEA0BATEIBHO.

4.9. PETJIAMEHT OHEHKH

I'maBubIii skcmept um  3amectuTens [maBHOTO dKcmepra OOCYXKIAIOT U
pacnpeensroT DKCIEePTOB MO rpynmnam (CoOCTaB rpyNibl HE MEHEE TPEX YEIOBEK) ISt
BBICTaBJICHUSI OlleHOK. Kaxpas rpymnma 1opkHa BKJIHOYATh B C€0Sl KaK MUHUMYM
OJIHOTO OIBITHOTO JKCIEpTa. OKCIEPT HE OLEHHUBAET Y4YaCTHUKA M3 CBOEH
OpraHu3alliy W/ W PeruoHa.

Ha BpeMs OLIeHKM y4acTHHKA, €ro 3KCNEePT-KOMIATPUOT MOKUIAET MOMEIICHUE
¥ HE TMPUCYTCTBYET MPH MPOIECCe OIEHKU «CBOETO» yYaCTHHKA, YTOOBI MCKIIIOUUTD

BJIMSIHUE HA IPYTUX 3KcnepToB. [[pucyTcTBre KOMNATPUOTOB MPHU OLIEHKE (M3 COCTaBa
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TPYIIIBI OIEHKH) MOXKET OBITh pa3pelieHo MpU COrIacCuu 00Jiee MOJOBUHBI IKCTIIEPTOB

U JIOJDKHO OBITH 3a)MKCUPOBAHO OTAEIBHBIM MTPOTOKOJIOM.
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5. KOHKYPCHOE 3AJIAHUE

5.1. OCHOBHBIE TPEBOBAHUSA

Crnenyromue pasaenbl perIaMeHTHPYIOT pa3paboTKy KoHKypcHOTo 3amaHus.
Pekomennanuu JaHHOTO paszfena JaroT JIONOJHUTEIbHBIE PAa3bsICHEHUS TIO0
coaepxkanuto K3.

[IponomxurensHocTh KOHKYpCHOTO 3afaHus HE JOJDKHA ObITh MeHee 15 u
0onee 22 4acos.

Bo3pacTHOl 1eH3 yYacTHMKOB JJisi BBINOJHEHUS KOHKYypCHOro 3aaaHust
pernamentupyercs  PerimamentoB  Uemmmonata — (otpacieBoit  DigitalSkills,
koprnopatuBHbIi Hi-Tech, pernoHanbHbIi, MEKBY30BCKUM).

Bne 3aBucumMocTn ot KosmmuectBa Moayner, K3 TomKHO BKIIOYATh OLEHKY 11O
KaxaoMy u3 pazaenoB WSSS.

KonkypcHoe 3aaHue He T0KHO BBIXOIUTH 3a mpeaenbl WSSS.

OueHka 3HAHUM YYacTHHKA JOJDKHA IIPOBOJMTBCS HCKIFOUUTEIBHO 4Yepes
pakTU4Yeckoe BoinojHeHne KoHKypcHOTro 3a1anusl.

[Ipn BeIMONHEHMH KOHKYpPCHOTO 3a/aHMs HE OLICHMBAETCS 3HAHHWE NMPABUI U

Hopm WSR.

5.2. CTPYKTYPA KOHKYPCHOTI O 3AIAHUS
KoHkypcHoe 3aaHue coaepkut 6 MoIynei:

A. YcraHoBKka, KOH(MHUTYpHpOBAaHWE U YCTPAHCHHWE HEUCIPABHOCTEH B
CHUCTEME KOPIOPATUBHOM 3alTUTHI OT BHYTPEHHUX YTPO3.

B. OTtyeTHOCTP W HOPMATHUBHO-TIPABOBOE 0OECIIEUCHUE KOPIIOPATHBHOM
0€30MacHOCTH.

C. Pa3paboTka moauTuk 6€30MacHOCTH B CHCTEME KOPIOPATUBHOM 3alllUThI
uH(OpPMAITUU OT BHYTPEHHUX YTPO3.

D. TexHOJOTHY 3aIIUTHI M aHAJIM3a CETEBOTO Tpaduka.

E. TexHonoruu areHTCKOTO MOHUTOPHUHTA.
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F. [IpenoTrBparmieHue WHIIUJIEHTOB u YIIPABJICHUE COOBITHSIMU

nH(OPMAITMOHHON 0€30MaCHOCTH.

5.3. TPEBOBAHUS K PASBPABOTKE KOHKYPCHOI'O 3AJIAHUSA
OO0mue TpeGOBaHUA:

e MoaynabHOCTE;

e JIOKHO CONPOBOXKIATHCS CIENHUAIBHBIM OJIAHKOM CyZCHCTBa,
OTpaXkaroIeM OOITNEe KPUTEPUHU OICHKH W KOJIMYECTBO HAOpaHHBIX
0aJIJI0B B MPOLIECCE COPEBHOBAHMIA;

e Hanuuue Ha KOHKypce BceX HEOOXOIUMbBIX MaT€pUAIOB ISl paObOTHI
AKCIIEPTOB;

e Hanuume cooTBeTcTBYIOIMIEH JOKYMEHTAallMd MW  NOJAPOOHBIX
MHCTPYKUMH Ui HOBOIO M TEXHOJIOTUYECKH  CJIOXKHOIO

000pyI0BaHUs U MPOTPAMMHOTO 00ECIICUEH NS,

KonkypcHoe 3aganune cOCTOMT U3 CIACAYIOIIMX MOXYJICH:

Bpems

BbIJ€EJI5I€EMOC

Ha3Banue MmoayJist

HA MOJYJIb,

gyac

YcraHoBKa, KOHPUIYPpHPOBaHUE U YCTPAHEHHE
A. HEHCIPABHOCTEI B cHCTeMe KOPIMOPATHBHOI 3alIIUTHI OT 3-4

BHYTPEHHHUX Yrpo3

e Koudurypauus cereBoii HHPpacTpyKTypbl: HACTPOHKA XOCT-
MAallMHBbl, CETEBOI0 OKPYKEHUS, BUPTYaJIbHbIX MAIIVH, U T.I1.;

e  VYCTaHOBKA U HACTPOWKA CUCTEMBI KOPIIOPATUBHOM 3alUTHI OT
BHYTPEHHUX yTpO3;

e (CaMOCTOATENBHBIA OUCK U YCTPAHEHUE HEUCIIPABHOCTEN MTPH

pa3BEPTHIBAHUM U HACTPOUKE;

e VYcraHOBKa M HaCTpOﬁKa AréHTCKOIro MOHHUTOPUHIA,
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IIpoBenena cunxponuzamus ¢ LDAP-cepeepom, paznen
MIEPCOHBI 3aIM0JTHEH KOPPEKTHO;

3ammycTUTh CUCTEMY KOPIIOPATHBHOM 3aIUTHI OT BHYTPEHHIX
yTpo3, MpoBepuTh paboTocrocobHocTh. [IpoBecTn nMuTanmro
mporiecca yTeukd KOHPUISHITHATEHOW HH(OPMAITIH B CHCTEME;
Hacrpoiika 3amumiensoro gomena Windows, rpymnmosbie
noiautukd AD;

Co3pmanue 1 yCTaHOBKA HU(PPOBBIX CEPTUPHUKATOB,;

Hacrpoiika 3aluIeHHOro COEAMHEHMS MEXK Y dJI€MEHTaMU

ceteBoit nHPpacTpyktypsl: SSH, HTTPS u 1.1

OT4yeTHOCTD B HOPMAaTUBHO-IIPABOBO€ odecmeyeHue

KOPIIOPAaTHBHOIi 6€30MacHOCTH

CaMOCTOATENBHO U3YYUTh CTPYKTYpPY OpraHU3aliy Ha
OCHOBaHUWU MOJTyYCHHBIX MATEPUATIOB («MOJICITH
OpraHu3alum ), MPOBECTH 00CIETOBAHNE KOPIIOPATHBHBIX
UHPOPMAIMOHHBIX CHCTEM;

Onpenenuts 00bEKTHI 3aIUTHI;

[lepeueHs cyOBEeKTOB/TIEPCOH CHOPMYIIMPOBAH BEPHO, POIIH
MOJIb30BaTENEH, IpaBa IOCTyIa;

OnpenenuTth KaHAJBI Mepeadl TaHHBIX ¥ MOTECHIIMATBHBIX
yTeUeK;

Tunbl IMPKYIUPYIOMUX TaHHBIX OIPEIEIEHBI BEPHO

BruiaBuTths moToku nepeaadyu JaHHBIX 1 BO3MOXXHBIC KaHAJIbI
YTEYKU HHPOPMAITUH;

3anoaHUTh MabI0H MOJICIH YIPo3;

HOI[I‘OTOBI/ITB OTYET O pe3yiibTaTax ayauTa, BKIIOYasA ITOTOKH
JIAHHBIX, TIOTCHIIHANILHBIC KAHAITBI YTEUCK, YPOBHU PUCKOB POJIH
MOJIb30BaTelNel, 00BEKThI 3aIIUTHI (C PUBSI3KON K HOPMATHBHO
0aze W METOAMKAM  OIGHKHM  TOCJEACTBUH),  pPOJIAMHU
MOJIb30BATEINEH U T.11.

OnpenenuTts NepeueHb HOPMATHBHBIX aKTOB PD,
3a/1€MICTBOBAHHBIX B PAMKaX MOJEIH yIPO3;

Pa3paborath mepeueHb, onMcaHHe W 1a0JOHBI HOPMATHBHO-
IIPaBOBBIX JOKYMCHTOB OopraHn3anuu 10 JICTaJIbHOMY
NPUMEHEHUIO KOPIMOPATHBHOW 3aIlUTBl OT BHYTPEHHUX YIPO3

MH(POPMAaIMOHHOH 0€30MaCHOCTH;
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Pa3padoTka moJMTHK 0€30IACHOCTH B CHCTEMe

C. KOPNOPATHBHOM 3aIlIMTHI HH(POPMaNH OT BHYTPEHHHUX 3-4

yrpos

e PazpaboTarh HOBBIE W/IIN MOAU(UIIMPOBATH CYIIECTBYIOIIHIE
MOJIUTUKH 0€30MaCHOCTH, TIEPEKPHIBAIOIIHE KaHAIBI TIepelavn
JIAHHBIX ¥ BO3MOXKHbIC UHIIUACHTHI COTJIACHO KOHKYPCHOTO

3a/1aHMNS;

e PaszpaboTtarh win/u MOTUGUITUPOBATh OOBEKTHI 3aIUTHI,

KaTerOpHH, TEXHOJOTHY 3auThl B DLP-cucteme u T.11.

e lcnonws3oBath Ppas3IMYHBIC TEXHOJIOTUH 3alllUThI: HG‘I&TCI?I,

0OyaHKOB, rpaduaecKkux 00BEKTOB, 023 JaHHBIX U T.II.

e 3aHECTH MOJMUTUKU UH(pOpMaIMOHHON Oe3onacHocTu B DLP-

cucreMy

e  MoaudunupoBars MOMMTHKN Oe3omacHocTH B cucteme IWTM B
COOTBETCTBHE C OJy4aeMBbIMH Ha PAKTHKE TAaHHBIMH

nepexsara.

e [IpyMEHUTDH NOJIUTUKH TS KOHTPOJIS TpaduKa, BEISIBICHUS
W/vm OJIOKUPOBaHUS MHIUIACHTOB 0€30MIaCHOCTH, CO37aBacMbIX
BHeIHUM ['eHepaTtopoM yrpo3. MakCUMU3HPOBATh YHUCIIO

BBIABJIICHHBIX MHIIMACHTOB 0e30MmacHOCTH.

e PaGora c uaTepdeiicom ynpaBieHus] CUCTEMbI KOPIOPATUBHON

3alIUTHI HHPOPMAIIHIH;

D. TexHO0JI0TMH 3aIIMTHI M AaHAJN3a CeTeBOro Tpaduka 3-5

e Pa3BépThIBaHHE, HACTPOWKA U MIPOBEPKA PAOOTOCIIOCOOHOCTH

VPN-ceTr Ha CyIIeCTBYIOIIEH U BEIYUCIUTEEHOM

MH]paCTPyKType.

e Pa3pépThIBaHME, HACTPOWKA U IIPOBEPKA PaOOTOCIOCOOHOCTH

IDS-cucrembl Ha CyIIECTBYIONICH U BEIYUCIUTEIHHOM

UHpaCTPyKType.

e VPN. Pabora ¢ y3namu U mMojib30BaTeNsIMH.

e VPN. Komnpomeranus y3noB, KIIIOUYEH, ITOJIb30BaTENCH.

Boccranoenenne cBs3u. OOHOBIICHUE KITIOYEBON HHPOPMAITUH.

e VPN. MexceTeBoe B3aNMOICHCTBIE M TYHHEITUPOBAHHEIE.
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VPN. LlenTpanu3oBanHble MOJUTHKHA O€30MACHOCTH. 3alIuTa

pabounx MecT.

IDS. BrlsgBiieHue O0bIIeH YacTH HHIMACHTOB O€30IaCHOCTH 3a
OTpaHUYCHHOE BpeMsl U/UITU ¢ YYETOM HEOXHJIAHHO

MCHAIOMIUXCS YCHOBI/Iﬁ

IDS. Pa3paboTarh ¥ IPpUMEHHUTH MOJIUTHKH, UCTIONIB3YIOIIUE

pas3nvHbIe TEXHONOTUH aHanu3a Tpadduka

TexHOJ0rNM 3aIIUTHI Y3/1a 1 areHTCKOro MOHUTOPUHIA

HpOI[eMOHCTpI/IpOBaTI) 3HaHUC MCXaHHU3MOB pa60TI)I ar¢HTCKOro

MOHUTOpPHUHTA

Pa3paboTtaTh ¥ IpUMEHUTH MOJIUTUKY areHTCKOr0 MOHUTOPHHIA

JUTSL pabOTBI C HOCUTEISIMH U YCTPOHCTBAMU

Pa3pa60TaTL 1 IPUMCHUTD IMOJIUTHUKHU ar€HTCKOIr0O MOHUTOPUHTIA

IUTst paboTHI ¢ Qaitmamu

Pabora ¢ uckmoYeHusIMH U3 IepexBara

3amuTa y3n08B. ['pynmnossie noiautuku AD, ¢aiiepBoiibl U T.11.

IlpenoTBpanieHne HHUMIECHTOB U yIIPaBJIeHUE COOBITUAMH

uHGpopMaNMOHHOI 0e30acHOCTH

IToaroroBka OTY4ETOB O HAPYIICHUSX;

[TpuMeHeHue MeXaHU3MOB CO3aHus (PUIBTPOB ISl aHAIIN3A

MEPEXBAUCHHOI'O Tpa(l)I/IKa W BBIAABJICHHBIX MHIIMACHTOB,

IIpoBeneHue Ki1accupUKaunIo YpOBHS YIpo3 HHIUICHTOB;

Orenka yiiepoa;

Hcnons3oBanue JOMNOJHUTCIIbHBIX MOIYJIM aHAJIN3a
I/IH(l)OpMaLIHOHHBIX IOTOKOB, €CJIM 3TO IIPOJUKTOBAHO

0COOEHHOCTSIMU YCJ'IOBI/Iﬁ BCICHUA 6H3Heca;

Pa3pabotka miaH o ganbHEHIIEMY pacciieIOBaHUIO
BBISIBJICHHBIX MHIIMJEHTOB U MPOTHUBOAEUCTBUIO HAPYIIUTENSM C

OTIOpO¥ Ha HOPMaTHBHYIO 0a3y;

Hroro

18-22

yacoB

TpeOoBaHus K KOHKYPCHOI IUIOIIAJKE:!
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NuppacTtpykTypa KOMIETEHIIMM TOJpPa3yMeBaeT pa3BEPTHIBAHUE W HCIIOIb30BAHUE
nosHOQyHKIMOHAaTsHOM ~ DLP-cuctempl  3amuThl OT  BHYTPEHHHX  YIPO3

nH(OpPMAIMOHHOW 6€30MaCHOCTH Ha 3apaHee pa3BEPHYTOM ceTeBoi MHPPACTPYKType.
* Ha kaxoro yyactHuka:

* Croy, CTyn Ha Kojiecukax, HacTojibHas jnamna, 2 UTP poserku, 4-6

pozetok 220B
* 1 pabouas cranmus (ITK ms pa6oter ¢ DLP, AD, IDS, VPN u 1.11.)

* CPU ne mamxke Intel Core i5 (c moguepxkoil BUpTyanu3aiym) He
MeHee 6 syiep 8 moTokoB (pekoMeHayercs 6 sjuep 12 MmoTokoB u
oonee), He meaee RAM 16Gb (pekomennyercs 24-32Gb), HDD
ui SSD 50016 (ocHoBHoOM auck), SDD 240 I'6aiiT u 6onee (s

BUPTYaJIbHBIX MAIlIUH);

« I10: VMWare Workstation, nmiu VMWare Player, uaun Oracle

VirtualBox;
«  Windows 10 pro (1-3 VMB 3aBUCUMOCTH OT 3aJIaHHi),

* Windows Server (ue menee 2016, 1-2 VM B 3aBHCHMOCTH OT

3aJlaHul);
* 2 NPOBOIHBIX CETEBBIX MHTEpPeiica Ha KOMIIbIOTEPE.

* 1 momennsiii cepsep, nomern Windows (AD) He MeHee Bepcum
2016. TumoBast cTpykTypa aoMeHa, mnpeaocrtasisiercas MK mo

3anpocy ['D yemnuoHara.

* BupryasbHble MallMHBI € Pa3BEPHYTOM COPEBHOBATEIILHOMN
UHOPACTPYKTYPOIA.

* 1 HOyTOYK (JIf UMUTAUU ACHCTBUN 3JIO0YMBIIUICHHUKA W TPOBEPKHU

TIOJIUTHK)
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CPU ne mmxe Intel Core2 simpa (pekomennayercst 4 siapa w/unu 4
MOTOKA MPOIIecCcopa), MOAAepKKa BUpTyan3anuu, He MeHee RAM
8 Gb (pexomenayercs 16 GB), HDD 200 GB (pekomenayercst SSD
He meraee 200 GB);

I10: VMWare Workstation, win VMWare Player, unu Oracle

VirtualBox;
[IpoBoaHOI ceTeBoM anantep (BCTPOCHHBIN MM BHEIIHUN );

Windows 10 pro.

* AmnmapaTHeli WM NPOrpaMMHBIA MapuIpyTH3aTop C (QyHKOuen

KOMMYTAIIMH WM KoMMyTaTop ¢ noaaepkkoid SPAN (port-mirroring), ae

MeHee 4 TTOpTOB,;

e 11O wm nporpaMMHO-anmnapaTHbIe KOMILIEKCHI:

IW Education Lab (B cocrae IWTM (BupTyasibHas MamiuHa
dopmarta Kickstart u ycranosmuk), IWDM Server (muctuOyTus),

CYB/1 Postgres\CYB/] Oracle (muctpuOyTuB), (aiibl TUIIEH3MH)

InfoTeCS VPN (moryT ObiTh ucnomb3oBanbl [IAK HW BmecTo

POrPaMMHBIX KOOPJIMHATOPOB);

InfoTeCS IDS (moryt ObiTh ucmonb3oBanbl [TAK IDS BMecTO

nporpammubix COB);

InfoTeCS YV nocroBepsioniuii eHTp;
IW Arma Industrial Firewall;

OC Astra Linux

Keysight Breaking Point, Threat Simulator (University
Cybersecurity Bundle)
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* IlourtoBeiii cepBep, coBmectumbii ¢ IWTM u BO3MOKHOCTHIO
pabotath B peXuMe OJOKHPOBKHA HEXKENATEIBHOTO Tpaduka

(manpumep iRedMail);

* Ilpokcu-cepep, coBmectumbli ¢ |IWTM U BO3MOXHOCTBIO
paboTath B pexuMe OJIOKMPOBKU HEXKENIATeNbHOro Tpaduka
(mammpumep Squid);

 TIpoxkcu-cepsep, copmectumbiii ¢ ViPNet Coordinator ¢ Berxomgom
B uHTepHeT (Harmpumep Squid, WinGate);

* CucreMbl aHaNIK3a 3aUIUIIEHHOCTH;

° HpOFpaMMHOG obecricueHue L IPOBCACHHUA  TCCTOB  HaA

0e3omacHocTh Ha 0a3e OC Linux;
* Ha Bcex yyacTHUKOB:

* CereBas UHPPACTPYKTYpa, Kaxk bl ydacTHUK B oTaeiabHoM VLAN (s

N300 CCTCBBIX CGFMGHTOB);

* Pexomenayercs UCHONIB30BATH CEPBEP BUPTYAIM3ALHUHU C TOCTYIIOM KO
BCEM CETMEHTaM CETH BCEX YYAaCTHUKOB Jisi pabOThl TeHEepaTOphI

Tpaduka:

« CPU ne ke Intel Core i5/Xeon (¢ moaaep kKol BUPTYaTH3aliN)
He MmeHee 4 saep 8 motokoB, RAM He meHee 16Gb (pekoMenmyercs

32 GB), SSD mue wmecnee 240GB wmmm ne menee 2 HDD

aHAJIOTUYHOT 0 00bEMA.

* 2 pe3epBHBIX pabOYMX CTAHIIUH, 2 PE3EPBHBIX HOYTOYKa (KOH(DUTyparHs

OKBHUBAJICHTA pa6OIH/IM CTaHIUAM YYACTHHUKOB, CM. BBIH_Ie)

* Pexkomenayercs  opraHuzoBaTh OOyl TanKy JJs  BbLAauu

JOKyMEHTAIIUU U JUCTPUOYTHUBOB; PEKOMEHIyETCS UCIOoJib3oBaTh FTP
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CepBEP ISl POBEPKU HEKOTOPHIX IMPABUII; PEKOMEHIYETCS UCTIOJIb30BATh

JIOKAJIbHBIN ITOYTOBBIN CEPBEP I POBEPKU HEKOTOPBIX MTPABUIL;

* CnenuamusupoBanHoe 1O m1s npoBeaeHus: COpeBHOBaHUM (IIPEAOCTABIIAETCS
WHIYCTpUAIbHBIM TApTHEPOM KOMIIETEHIIMH): ['eHepaTop BpPEeIOHOCHOTO

Tpadduka. CucteMbl aBTOMATUYECKOM OIEHKU.

* JlocTyn B 10KanbpHYIO ceTh U IHTEpHET CO BCEX KOMIIBIOTEPOB

5.4. PABPABOTKA KOHKYPCHOI O 3AJIAHUS
KonkypcHoe 3amanue paszpabarbiBaeTcsi 1Mo oOpas3laM, MNpe/ICTaBICHHBIM

Menemkepom kommereHmmu Ha Gopyme WSR - (http://forum.worldskills.ru).

[IpencraBnennsie 0Opa3ubl KoHKypCHOTO 3a1aHus AOKHBI MEHATHCS OJIMH pa3 B FOJ.

5.4.1. KTO PASPABATBIBAET KOHKYPCHOE 3AJJAHUE/MOAYJIN
OO6uuM pyKOBOJACTBOM M yTBepkJeHHeM KOHKYpCHOro 3ajaHus 3aHUMAETCS

MGHGI[}KGP KOMIICTCHIINH. K Y4aCTHUIO B pa3pa60TKe KOHKprHOFO 3aJaHus MOI'yT

IIPUBJICKATHCS
o Ceprudunupoannsie s3xcneptol WSR;
o CropoHHHE pa3pabOTUMKH, 00JIaJarolMe ONbITOM pabOThl B 00JIaCTH

nH(OpPMAITMOHHONW 0€30MacHOCTH HE MEHee 2-X JieT (Ha TO3WIMHU, CBSI3aHHOW C
pa3pabOTKOM W/WIM NMPUMEHEHUEM CPEJCTB 3allUuThl UH(POpPMAIUU). YUUTHIBACTCS
HAJIMYME aKTyaJbHBIX OTPACIEBBIX CEPTU(UKATOB, CBUICTEIHCTB O TMOBBINICHUU
KkBajuduKanuu (3a nocyieanue 3 roaa) T.1.;

o DKcnepThl, MPUHUMABIIINE yYacTUe B OpPraHHU3allMU WK MOOEKIaBIINE
(IMyHO WM B KadecTBa PYKOBOJUTENS/IKCIEPTA-KOMIIATPUOTA KOMAHJIbI) B
npodUIBLHBIX  COPEBHOBAaHUSAX B oOmactm kuOepOe3omacHOCTH  (Hampumep,
HAIMOHAJILHBIX copeBHOBaHUAX CTF, BCepOCCHIICKUX ONMMITHAAaX H T. I1.);

o JIunioMHUpOBaHHBIE CIIELIMAIIUCTHI (C BBICIIMM 00pa3oBaHUEM) B 001aCTH
nH(OPMAITMOHHON O€30TTaCHOCTH;
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Co6op npemnnoxenuit a1 KonkypcHoro 3ananus

B mnpouecce moaroToBku K KaxKIOMy COpeBHOBaHMIO Tpu BHeceHuu 30%
n3MeHeHni K KOHKypcHOMY 3a/1aHHIO Y4aCTBYIOT:

° ['maBHBIN 3KCTIEPT;

o CepTuduuupoBaHHBIN KCHEPT 1O KOMIIETEHIIMH (B CIIy4yae MPUCYTCTBUS
Ha COPEBHOBAHMM);

o DKCrepThl, MPUHUMAIOIINE Yy4YacTHE B OIEHKE (IpH HEOOXOJMMOCTH
MIPUBJICYCHUSI TTIABHBIM 3KCIIEPTOM).

Buecennbie 30 % u3menenust B KoHkypcHbIe 3a/1aHusl B 0053aTEIbHOM MOPSJIKE
corjlacyrorcsi ¢ MeHeKepomM KOMIIETEHIUU.

Briie o603Hauennbie moau npu BHeceHUH 30% u3meneHuit kK KoHkypcHoMy
3aIaHUI0  JIOJDKHBI ~ PYKOBOJICTBOBAThCS  MPUHIUNAMH  OOBEKTHMBHOCTH U
oecnpuctpacTHOCcTH. V3MEHEHUsT HE NOJDKHBI BIMSTH Ha CIIOKHOCTH 3a/laHusl, HE
JOJDKHBI OTHOCHUTBCS K MHBIM MPOGECCHOHATBHBIM 001acTsIM, He onucaHHbIM B WSSS,
a Taxke ucKirouyarh Jro0nle O0okn WSSS. Takke BHECEHHBIE U3MEHEHHUS NOJDKHBI
ObITh ~ UCIOJIHUMBI TNPU  TIOMOIIM  YTBEPKAEHHOTO i1  COPEBHOBAHUM
NudpactpykTypHOTO JNHCTA.

5.4.2. KAK PASPABATBIBAETCS KOHKYPCHOE 3AJJAHUE

KonkypcHble 3agaHusi K KaKJIOMy YeMIUOHATy pa3paldaThiBalOTCS HAa OCHOBE
eaquHoro KonkypcHoro 3amanusi, yTBEpkKAEHHOTO MeEHEMKEpOM KOMIETEHUIHH H
pa3MemEHHOro Ha (popyMe FKCEepTOB. 3aaHus MOTYT pa3padaThiBaThCs KaK B IIEJIOM
Tak U 1Mo MoayJisiM. OCHOBHBIM MHCTPYMEHTOM pa3paboTku KoHKypcHOro 3amaHus

ABJIIETCS] POPYM DKCIIEPTOB.

5.4.3. KOT' A PABPABATBIBAETCSA KOHKYPCHOE 3AJIAHUE
KonkypcHoe 3amaHue pa3palaThIBaeTCs COTJACHO TMPEICTABICHHOMY HIKE
rpaduKy, ONpENeNIoNeMy CPOKU MOATOTOBKH JOKYMEHTAIMHU JIJIsi Ka)XJO0TO BHUA

YCMIIMOHATOB.
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JlokaJbHBIH OT100pouHBIii HauuonanbHbI
YyeMIHOHAT YyeMIHOHAT YeMIHOHAT
bepércs B wucxomnowm | bepércs B mcxomHom | PaspabateiBaeTcs  Ha
BUJIC C dbopyma | BuaE c dbopyMa | OCHOBE TPEIBITYIIETO
JKCIIEPTOB 3aJIJaHUE | IKCIIEPTOB 3aJ]aHU€ | YEMIIMOHATa C Y4ETOM
MPEbITYIIETO MPEIbITyIErO BCETO OITbITa
HammonanbHOrO HanuonansHOTO MPOBEACHUSA
YyeMIIMOHaTa yeMIIMOHaTa COPEBHOBAHMI1 o
KOMIIETCHITUH u
OTpacieBbIX
CTaHJIapTOB 3a 2 MecsIia
JI0 YeMITHOHATa
32 1 wMecama nmo|3a 2 wMecsma 1o |3a 4 Mecsama 1o
YyeMIIMOHaTa yeMITMOHaTa yeMITMOHATa
32 2 Hememm Jo|3a 2 Hemenmwm Jgo|3a 1 mecsam g0
YyeMITMOHATA, 0e3 | yeMIMoHaTa, 0e3 | yeMIIMoHaTa, 0e3
NeTaIn3aliy 3aJaHuil | JeTaJIN3alyy 3aJadui | JeTaIN3aluy 3aJaHuil
B neus C-2 B neus C-2 B neuns C-2
B nenn C+1 B nenn C+1 B nenn C+1

5.5 YTBEPXKJIEHUE KOHKYPCHOI'O 3AJJAHUA

['maBHbI skcniepT W MeHemKEp KOMIETECHIIMM MPUHUMAKOT PEUICHHE O

BBIITOJITHUMOCTH BCEX MOIIYHeﬁ " IIpH HCO6XOI[I/IMOCTI/I HOJKHBI 1OKa3aTh pCajibHOCTDH

€ro BBINIOJIHEHHUS. Bo BHUMaHue IMPUHUMAIOTCA BPpEMA U MaTCPHaAJIbI.

© Coro3 «Bopnackumnic Poccus»

KoprioparuBHas 3aiura OT BHyTPEHHHX YIpo3 HHPOPMALMOHHOH 0€301MacHOCTH 36




\./_.
world skills
Russia
KonkypcHoe 3amanue MOXeET OBITh YTBEpPXKIEHO B JIFOOOW YI00HOM JjIst

Menemkepa KoMIeTeHIIH (popMe.

5.6. CBOMCTBA OBOPYJIOBAHWS U UHCTPYKIIUN
MMPOU3BO/AUTEJIA

Ecnu g BBINONHEHWS 33JaHHUS  YYAaCTHUKY KOHKypca HEOO0XOAMMO
O3HAKOMHTbHCS C MHCTPYKUHUSAMU 10 MTPUMEHEHUIO KaKOro-Tub0 000py0BaHUS WU C
UHCTPYKUUSAMU IPOU3BOAUTENS, OH MOJTy4YaeT UX 3apaHee Mo peueHuto Menemxkepa
KoMIleTeHIMH U ['maBHOrO 3Kcnepta. [Ipu HeodxoaumMocTu, BO BpeMsi 03HAKOMIICHUS

TexHUYeCKUH IKCIEPT OPraHU3yeT JEMOHCTPALMIO HA MECTE.
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6. YIIPABJIEHUE KOMIETEHIUENW U OBILIEHUE

6.1 JMICKYCCHUOHHBIIA ®OPYM

Bce mnpenkoHkypcHBIE OOCYXIEHHS TMPOXOAAT Ha ocoboMm Qopyme

(http://forum.worldskills.ru nnmu Tenerpamm-yate «Yar xkommerenimun WSR F7»).

Pemienuss mo pa3BUTHIO KOMIETEHIMU JOJDKHBI TMPUHUMATHCA TOJBKO IOCIHE
MIPEABAPUTEILHOTO 00CYKaeHus Ha popyme. Takxke Ha (hopyMe TOJDKHO MTPOUCXOAHUTh
MH()OPMUPOBAHKE O BCEX BAXKHBIX COOBITUSIX B paMKe KOMIIETEHIIMH. MojepaTtopom
TaHHOro (¢opyma sBISAOTCS MexayHapoAaHblid skcnepT W (uiau) MeHemxkep

KOMITETEHUIUH (MM DKCIEePT, Ha3HAYEHHBIA UMH).

6.2. THOOPMALUA JJIS YUACTHUKOB YEMIIMOHATA
WNupopmanus 11 KOHKYPCaHTOB IyOJMKYETCSI B COOTBETCTBUHU C PETVIAMEHTOM
IPOBOAUMOro yemnuoHata. Mupopmaiys MoKeT BKIIIOUATh!

e TexHUYECKOE ONMCAHUE;

e KoOHKypCHBIE 3a/1aHUS;

e (O0600mEnHas BEIOMOCTh OIICHKHU,

e HHdpacTpyKTypHBIH JHCT;

e HHcTpyKuus 0 0XpaHe TpyJla U TEXHUKE O€30M1acCHOCTH;

o JlonomHuTenbHas HHGOPMAIIHS.

6.3. APXB KOHKYPCHbBIX 3AJIAHUI
KonkypcHbI€ 3a1aHNsI TOCTYITHBI IO aIpecaMm:
http://forum.worldskills.ru.
https://t.me/joinchat/ WMSVPxWP3hrh-gzT
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6.4. YIIPABJIEHUE KOMIIETEHIIUEN
OOmiee ympaBlieHHE KOMIIETEHIIMEH OCyHIeCTBIsIETCs: MexXayHapoaHbIM
AKCIIEPTOM U MEeHeKepOM KOMITETEHITNH C BO3MOXHBIM IMPUBJICUCHUEM SKCTIEPTHOTO
COOOIIIeCTRA.
VYmpaBiaeHue  KOMIETCHIIMEH B paMKaX  KOHKPETHOTO  YEMIHOHATa

OCYHICCTBIIACTCA I'maBHBIM OKCIICPTOM II0 KOMIICTCHIIMM B COOTBCTCTBUU C

periiaMCHTOM 4CMIIMOHATA.

OTYETHBI
[Io wroram copeBHOBaHMM [7aBHBIM DJKCHIEPT YEMIIMOHATA HANPABISET
Menenxxepy KOMIETEHIIUU B CPOK 5 pabouyux JHEH OTYET, B KOTOPOM yKa3bIBaeT:
1. OdunmanbHOE Ha3BaHUE, MECTO, BPEMS, 1aThl IIPOBEJICHUS YEMITMOHATA
2. Ilepeuenp opranusanuii, KOMaHabl KOTOPBIX IPUHSUIA yYaCTUE B UEMITMOHATE
3. OdununanbHble pe3yabTaThl, C yKa3aHUEM MecTa U 0aioB
4. KnroueBble COOBITHSI JI€JIOBOM MpOrpamMMbl, IE€pedYeHb MpeICcTaBUTENEH
(denepanbHBIX U PETMOHAIBHBIX OPraHOB BJIACTH, a TakXe OW3HEC-MapTHEPOB,
ITOCETUBILNX MEPOIPUATHE
Ccpuiku Ha myOnukauuu B CMU o ueMnuoHate, aHOHCHI MEPOIIPUSATHUS
ITonTBEepKAEHHBIE OT3bIBbI YYACTHUKOB
®dortorpadun MEpOIpUITHS

Komanna ynpasnenust komnereniueid: MK, I'9, 3I'Y, C3, TAII

© © N o O

JlononHuTEeNbHYI0 MH(OPMAIMIO: BO3HUKIIKWE MpPU MPOBEAECHUU MPOOIEMBI,

BBIBOABI 110 YCMITMOHATY M T.II.
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7. TPEBOBAHUSA OXPAHbBI TPYJAA U TEXHUKHA
BE3OITACHOCTH

7.1 TPEBOBAHUSA OXPAHBI TPYJIA U TEXHUKU
BE3OITACHOCTH HA YEMIIMOHATE

CM. JOKyMEHTauui 10 TEXHUKE O€30IIacHOCTH M OXpaHe TpyAa
IIPEIOCTABIIEHHBIE OPIKOMUTETOM YEMITMOHATA.

Haxozsce Ha yyacTke mpoBeeHus: paboT, BCe YYaCTHUKH 0053aHbI COOIONATh

I[IpaBuJia TCXHUKHU 0e301acCHOCTH IIpu pa60Te Ha KOMIIBIOTCPC.

7.2 CHEHIU®UYHBIE TPEBOBAHUS OXPAHBI TPYJIA, TEXHUKH
BE30IMACHOCTH U OKPYKAIOWEN CPE/bI KOMIIETEHLIUA

B xomnieTeHIMu OTCyTCTBYIOT crienu(pUUHbIE TPeOOBAHUS.

8. MATEPHUAJIbBI U OBOPYJIOBAHHUE

8.1. UIHOPACTPYKTYPHBIN JIUCT

NudpacTpykTypHBIii JMCT BKJIIOYaeT B ceOs BCO HHPPACTPYKTYPY,
000OpyZIOBaHUE U PACXOJHBIE MaTEpHaIbl, KOTOPbIE HEOOXOAUMBI ISl BBINOJHEHUS
KonkypcHoro 3aganus. MHPpacTpyKTypHbIH JMCT 00s3aH COAEpKaTh IpHUMEP
JAHHOTO O00OPYAOBaHMUS WU €ro YETKHME M TOHSATHBIE XapaKTEPUCTHKU B CiIydae
BO3MOKHOCTH MPUOOPETEHUS aHAJIOTOB.

[Tpu paspabotke UHppacTpykTypHOro nucra Ajii KOHKPETHOrO0 YeMITMOHATa
HEOOXOJMMO PYKOBOJCTBOBAaThCS MHQpPacTpyKTypHBIM JHCTOM, pa3MEUIEHHBIM Ha
dbopyme  skcreproB  MeHemkepoM — KOMIeTeHUMU. Bce  u3MeHeHuss B
NHuppacTpyKTypHOM JIUCTE TOJKHBI COTIIACOBBIBATHCSA ¢ MeHemKepoM KOMIETEHIINN
B 00s13aTEILHOM TIOPSIJIKE.

Ha kaxaomM KOHKypce TEXHUYECKUH DSKCHEpPT JOJDKEH NPOBOAUTH YYET

ayieMeHTOB MHMpacTpykTyphl. CIHCOK HE JOMKEH BKIIOYATh AJIEMEHTHI, KOTOPHIC
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MOMPOCUJIA BKJIFOUUTh B HETO SKCHEPTHI UM KOHKYPCAHTBI, 4 TAKXKE 3aIlPECIICHHbIC
DJIEMEHTEIL.
ITo uroram copeBHOBaHMS, B cllydae HEOOXOIUMOCTU, TeXHUUECKUN IKCIIEPT U

['maBHBIN OKCIICPT AOJDKHBI AaTb PCKOMCHIAIINH OpFKOMHTeTy 4qCMIIMOHATa H

Menemxepy KOMIETEHIIMH O H3MeHeHUs1X B HdpacTpyKTypHOM JHCTE.

8.2. MATEPHUAJIBI, OBOPYJTOBAHHUE U UHCTPYMEHTHI B
HHCTPYMEHTAJIBHOM AIIUKE (TYJBOKC, TOOLBOX)

B xomneTeHIMu He 3a7€iICTBOBAHO 000pyA0BaHKHE/MaTEpHAIIbl YHACTHUKOB.
TyJI00KC, MHCTPYMEHTAJIbHBIN SIIIHUK, OTCYyTCTBYET.

YyacTHUKaM Pa3pCUICHO UCIIOJIb30BATH 6CPYHII/I

8.3. MATEPHUAJIbBI U OBOPYJIOBAHUE, SAIIPEIIIEHHBIE HA
IIVIOIIAIKE

Paspemiensl maTepuansl 1 000py10BaHHE, IEPEUHUCICHHBIE B ITyHKTE 8.2.

Ayano-HayIIHUKY K UCIIOJIb30BAHUIO 3aIIPEILCHBI.

Hcnonb3oBaHre COTOBBIX TeJIe(OHOB HA BPEMsI BBITIOJIHEHHUS 3a1aHUS Ha

IJIOMAAKE 3aIIPCIICHO.

8.4. IPEIVIATAEMASI CXEMA KOHKYPCHOM IIJIOIIA IKH

-4.4.4

Al |

COrNACOBAHO
TNABHBIA IKCNEPT

npuBopamm COrNacHo Cepreea A.B.

mn

Komnomoaka
OPIrIexXHMKON, Cney

'
%[ noanucy
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